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Chapter 1. Introduction
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This document is for app providers who want to place their product clearly visible for a broad, professional
and growing user group. It covers the steps on how to make the product available as an app for Univention
App Center.

1.1. What is Univention App Center? Feedback{ )

Univention App Center is an ecosystem similar to the app stores known from mobile platforms like Apple or
Google. It provides an infrastructure to build, deploy and run enterprise applications on Univention Corporate
Server (UCS). The App Center uses well-known technologies like Docker?.

1.2. App Center infrastructure Fecdback{ )

The ecosystem consists of the following components:;

> The Appisthe software plusthe collection of metadatalike configuration, text description, logo, screenshots
and more for the presentation.

o The App Center Repository is a central server infrastructure managed by Univention that stores the files
and data for the app. It is the installation source for the app.

o The App Center Module on UCSis part of the web-based management system on UCS. It isthe place where
UCS administratorsinstall, update and uninstall appsin their UCS environment.

> The App Catalog presents the app portfolio on the Univention websi te?.

o The App Provider Portal is the self-service portal for app providers where they can create and maintain
their app.

o The Test App Center isthe "staging area" for app providers to develop and test their apps.

o Univention Corporate Server (UCS) is the target platform for the app. UCS is technically a derivative of
Debian GNU/Linux.

For building an app the app developer works with UCS, the app, the App Provider Portal and the Test App
Center.

L https://www.docker.com/
2 https://www.univention.com/products/univention-app-center/app-catal og/
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Chapter 2. Get Started
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This chapter describes the requirements and the steps to create an app for Univention App Center. After
reading this chapter an app provider will be able to create their own app and start with a development and
test cycle using the Test App Center.

2.1. What does the app provider need? Feedback{ )

2.1.1. Software in a Docker image Feedback {2}

The software needsto be provided asaDocker imagel. Thisistheeasiest way to deploy softwarein Univention
App Center. It is aso recommended to publish the Docker container to Docker hub?. This makes referenci ng
theimagelater much easier and simplifiesthe development and test cycle during development. If public access
to theimage is not wanted, it can be made private and granted access to the Docker Hub user uni vent i on.
In this case, the image has to be copied manually by the App Center team to the Univention Docker registry.

The image must have a version tag to distinguish different software versions. It later allows updates for the
apps.

2.1.2. Account for App Provider Portal Feedback {2}

The App Provider Portal isthe app developer's place for self service for all the settings around the app.

1. To start building the app, an account for the App Provider Portal is needed. Please request a personal
account® on the Univention website and provide some context about the intended app.

2. An email with username and instructions on how to set a password is sent.

3. Afterwardsthe login can be performed at the App Provider Portal®.

L https://docs.docker.com/

2 https://hub.docker.com/

3 https://www .univention.com/products/univention-app-center/for-sol ution-providers/
4 https://provider-portal .software-univention.de/univention-management-consol e/
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2.2. Create an app with a Docker image Fecaback{ )

This section describes how to create the app in the App Provider Portal and use a Docker image. It focuses on
asingle container setup. For a setup with multiple containers with Docker Compose please see Section 2.3.

Figure2.1. Add anew App

Add a new App ®

your-app-id

ApplD*

My App's Name
App Name

1.0

App Version *

ucs4.3 ©
UCS Version

Univention| ©

File under

1. Inthe App Provider Portal select the Apps modulein the Favorites or Softwar e section.

2. Click on Add a new App and provide the following settings.

o App ID islikeaprimary key. Choose it carefully, because it cannot be changed once the app is rel eased
tothe public. It should only use small capitals, dashes and numbers. Please do not include version strings
in here.

> App Name is the name of the app. It is used to display the app on the overview pages. This attribute
can be changed any time.

> App Version is the version of the app. The App Center distinguishes versions and uses them to handle
app updates. Once the app is released, this attribute cannot be changed.

o UCS Version is the UCS version the app should start to be available on. Simply start with the latest
availableUCSversion. It can al so be started with the ol dest maintained UCSversion to cover the broadest
user base of UCS. See the UCS maintenance cycl e for an overview of the maintained UCS version. In
either case it is recommended to specify the supported UCS versions explicitly (see Section 2.2.2.

o File under refers to the organization that the app belongs to. Please select the organization here or oth-
erwise the app will not show up in the listing.

2.2.1. Docker image Feedback{ )
1. Intheapp go to the tab Docker.
2. Activate the checkbox Use Docker container technology.

3. Enter the name of the image to Docker image. Grab the name of the image from Docker hub for example
uni venti on/ ucs- nast er - ant64: 4. 2- 2.

5 https://wiki.univention.de/index.php/Maintenance_Cycle for_UCS
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Please add the version tag explicitly. The App Center distinguishesdifferent app versionsand handles
updates accordingly.

Note

The App Center does currently not support multi container setupsG. The container needs to include
all services needed for the software, except the database. The App Center takes care of providing a
database management system directly on the Docker host that can be used by the Docker container.
Supported are MySQL and PostgreSQL . See Section 2.2.8.

2.2.2. Supported UCS versions Feedback{ )

Upon app creation the UCS Ver si on has been specified. Please define the supported UCS version explicitly
on the Softwar e tab in the Advanced softwar e settings section.

Example: The app has been created for UCS Ver si on 4. 2. Thetwo entries for Supported UCS versions
for App canbemade: 4. 2- 3 and 4. 3- 0. This means that for the installation of the app UCS 4.2-3 or UCS
4.3-0 arerequired.

2.2.3. Logo and description Feedback {2}

Onthe app's General tab please provide adescription in English and logos for the software. Start with a short
and along description. It gives an impression on how it will look like during later testing.

On the same tab two logos can be uploaded: A default icon that is shown on the app tile in the overview. For
optimal presentation it should be more of asquareratio. The second can be more detailed and can for example
include the software name. Please provide the logosin SV G format.

Those settings can be changed later. For a more detailed description of the app presentation and notes on the
translation, please take alook at Chapter 4.

2.2.4. Change defaults Feedback {2}

In order to get the usual Docker imagesworking, some settingsin the App Provider Portal have to be changed.
In the Life cycle scripts section on the Docker tab all Docker script drop-downs need to be changed to
Di sabl ed, unlessaCust om scri pt shal be provided.

2.2.5. Persistent data with volumes Feedback { )

By default files created inside a container are stored in it, but they don't persist when the container isno longer
running, removed or is exchanged with a newer version. As solution Docker offers vol umes’, a mechanism
for persisting data generated and used by Docker containers. A volumeis adirectory on the Docker host that
is mounted inside the Docker container.

To define volumes for the app, please go to the M ounted volumes section on the Docker tab. Add an entry
for each volume and define the directory or file path on the host in the first field and the destination in the
container in the second field. Leave the second field empty for the same path.

For example:

o Host:/var/lib/app_etc

5 https://forge.univention.org/bugzilla/show_bug.cgi?id=43612
7 https://docs.docker.com/storage/volumes/
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- Docker container:/etc/app

2.2.6. Web interface Feedback £}

Many Docker apps expose aweb interface to the outside world, e.g. viathe port 8080. The App Center on UCS
takes care to map thisweb interface from somerelative link to this port and adds areverse proxy configuration
to the host's webserver configuration.

In the Web interface section on the General tab in the app, enter the relative path and which ports should
be proxied. For example, to map the container's ports 80 and 443 to / myapp, the following settings have
to be made:

o Relative URL to web application:/nmyapp
o HTTP port of web application:80
o HTTPS port of web application:443

o Supported protocols by the container's web interface: Onthetab Docker inthe
section Advanced Docker settings, select HTTP and HTTPS, if both protocol schemes should be covered.

227 POFtS FeedbackQ

If the app needs to occupy ports on the host that need to be passed along to the container in order to work
properly, they can be defined in the Port redir ection section on the Docker tab. A list of ports can be defined
that the Docker host shall exclusively acquire for the Docker container. Ports defined here cannot be used by
other services or other Docker containers on the UCS host.

For example, the solution exposes APl under the dedicated port 5555. This port would be predestined to be
defined here.

With the port definition the App Center also takes care to open them in the UCS firewall. If additional ports
are needed, the can be defined in the app join script. Please the Network Packet Filter section in the UCS
Development Reference®.

2.2.8. Database Feedback {2}

Many applications need arelational database management system (RDMS) somewhere in the environment to
function properly. If the app needs such a database the App Center takes care of providing one directly to the
Docker host. In two sections on the Docker tab the appropriate settings can be made.

In the Database settingsfor the Docker container section the settings for the database are defined. MySQL
and PostgreSQL are supported. Database user, database name and the path to the password file can be speci-
fied. Upon installation of the app, the App Center installs the defined database on the Docker hogt, creates a
database with the defined settings and saves the password in afile for later use.

In the Environment database variables for the mapping of the database settings to the environment vari-
ables in the container are defined. For example, if the container expects the database hostname in DATA-
BASE HOST, it has to be entered into the field Variable containing the server providing the database.
There are also fields for the database port, user, password, database name and the password file.

2.2.9. Environment Feedback {2}

Docker images usually receive environment variables when the container is started. The App Center supports
to pass static configuration options to the container. Variables parameterized by Univention Configuration
Registry variables are also supported. An environment file can look like the following example:

8 https://docs.software-univention.de/devel oper-reference. html#misc:nacl

10 _ )
www.univention.de
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LDAP_SERVER=@4@ dap/ ser ver @@

FQDN=@/g@host nanme @4 @4@onai nnane @@
HOVE=/ var /| i b/ uni vent i on- appcent er/ apps/ myapp/ dat a/ myapp_hone

The content of the environment file can be entered in the App Provider portal on the Docker tab, in the
Configuration files section in the field for Environment file used during the Docker Container creation.

2.3. Create a Multi Container App Feedback ()

Starting with UCS 4.3-2 errata 345 Univention App Center supports apps that consist of multiple docker
images. It uses Docker Composeg, atool for defining and running multi-container Docker applications. The
heart of such applications is a YAML file that configures all services for the application. The supported
compose file format versionis 2.0.

2.3.1. Multi container setup Feedback {)

In order to create aMulti Container App, go to the Docker tab in the App Provider Portal, scroll down to the
Docker Compose section and enter the content of your docker - conpose. ynl file. A "flat" YAML file
must be used, because the implementation does currently not support referencesto other fileslike for example
files that should be mounted inside a container.

Y ou also need to define the Name of the " main" service within the compose.yml below the Contents of
the docker-compose.yml file.

In order to provide access to the application's web interface, please see Section 2.2.6.

If the app setup requires exclusive portsand alist of ports needsto get forwarded from the host to the container,
please see Section 2.2.7.

2.3.2. Script execution reference Feedback £}

The App Center allows several scriptsto be executed on the host and inside the container during installation
(Section 6.1), uninstallation (Section 6.2) and upgrade (Section 6.3). Scripts run inside the container are run
inside the container of the "main service".

2.3.3. Post processing of Docker Compose file Feedback {2}

Before a Multi Container App is started by the App Center, the docker - conpose. ynl isaltered by the
App Center with the following changes:

1. When aMulti Container App isreleased, thedocker - conpose. ym isadjusted on the server side and
the Docker Imageinformation is changed to point to the Docker Imagesin the Univention Docker Registry.
All Docker Images from published apps are copied to the Univention Docker Registry to be independent
of Docker's own infrastructure. Thisis the only server-side change to the Docker Composefile.

2. The App Center adds two standard volumes for the main service, as they are aso included in Single
Container Apps. These arethe/ var /i b/ uni venti on-appcent er/ apps/ $appi d/ dat a and
/var/lib/univention-appcenter/apps/ $appi d/ conf directories on the UCS host. If vol-
umes are defined in the App Provider Portal in the App Configuration, these are also supplemented in
docker - conpose. ym by the App Center for the main service.

3. If ports are defined in the App Provider Portal, they are also added to docker - conpose. yni . Ports
that have already been defined continue to exist. If the same port is defined in the portal and in dock-

9 https://docs.docker.com/compose/overview/

_ ) 11
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er - conpose. ynl , the configuration in the App Provider Portal takes precedence. For example, if
docker - conpose. ynl statesthat port 4500 is provided externally as port 4500, but the portal defines
that this port isto be used as 6500, docker - conpose. yni will be modified to map port 4500 to 6500
on the host.

4. If docker - conpose. ym specifies that port 80 or 443 should be opened to the outside and the App
Configuration specifies that these ports should be used by the App Center for the web interface, the App
Center will define a port on the fly define it in docker - conpose. ymi . This is because UCS hosts
usually occupy ports 80 and 443 with a web server. The App Center creates an Apache Reverse Proxy
configuration. See section Section 2.2.6 for details.

5. UCS provides a number of environment variables via the App Center, e.g. parameters for an LDAP con-
nection. The necessary variables are also written to docker - conpose. yni intheenvi ronnent s
section.

6. Furthermore, in the main service, as in Single Container Apps, al UCR variables defined on UCS are
available under / et ¢/ uni vent i on/ base. conf , aswell as the password for the so-called machine
account under / et ¢/ machi ne. secret.

Asaresult, Docker Compose startsaconfiguration on the UCS system that no longer matches 100% of the App
Provider'sinput. Themodified docker - conpose. ym canbefoundat/ var/1i b/ uni venti on- ap-
pcent er / apps/ $appi d/ conpose/ docker - conpose. ynl .

2.3.4. Finish multi container setup Feedback {2}

12

Assoon asal thetechnical settings are made, please see Chapter 3 for the next steps and how to test the app.
For app presentation in the App Center please see Chapter 4.
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This chapter relatesthelife cycle of an app from thefirst app development, itslifein the public to termination.
Thelife cycle applies to the app overall and to every single version.

3.1. Development Feedback{ )

Every app startswith itsdevelopment. It involvesthedefinition of theappinthe App Provider Portal, providing
the software solution as a Docker image (see Chapter 2) and the integration of the solution with UCS, for
example in the identity management area (see Chapter 5). This part of the life cycle can be divided into two
steps: setup and integration.

32 TeSUng Feedback L))

Testing theappisthefina part of itsdevelopment. It typically involvesacombination of manual and automatic
tests. In order to test the app with UCS, please follow these instructions.

3.2.1. Download UCS Feedback {2}

Download UCS to get a copy of UCS free of charge from the Univention websi tel. Choose an 1SO image or
apre-installed virtual machine image for various virtualization hypervisors, like for example VMware (ESXi
and Workstations), VirtualBox and KVM.

3.2.2. Initial UCS setup Feedback {2}
Please refer to the UCS Quickstart Guide? for the first steps about installation and initial setup.
3.2.3. Test App Center Feedback {2}

Switch to the Test App Center Repository and test the app directly on the UCS system set up before.

uni vention-install univention-appcenter-dev

L https://www.univention.com/downl oads/ucs-downl oad/
2 https://docs.software-univention.de/quickstart-en.htm
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uni venti on- app dev-use-test-appcent er
324 |nSta|| the app FeedbackQ

Up until here, theappisavailableinthe Test App Center and aUCS systemisup and running that is configured
against the Test App Center. The app can beinstalled viathe Univention Management Console. UMC consists
of several modules and one of them is called App Center. Open this module and install the app from there.

Figure 3.1. Univention Management Console overview with App Center module

Favorites Users Devices Domain System Software

n n n
App Center S] Computers ® Groups 6] Software update S}

nstall or remove applications Management of computers in the Management of user and computer Overview and ins
domain groups in the domain updates for the

Users ®

Management of domain users

The following points are mandatory for the App to be published:

o The App hasto install without user interaction. Exceptions are configuration parameters obtained via App
Settings (see Section 6.4).

o The App may not negatively impact UCS core services.
o The App hasto uninstall without leaving any remainders that interfere with UCS' core services.
o Theappisworkingwiththe UCSversionsthat are configured as Supported UCS version (see Section 2.2.2).

When installing the App, also mind README information that may have been defined on the README
filesin the app in the App Provider Portal. An Administrator expects an app to be fully configured after the
installation. If something is needed in order to use the app (e.g., activating users for the service), it should be
described in the appropriate README section (see Section 4.7).

3.2.5. Upgrade the app Feedback {2}

Once several versions of the app exist, the upgrade should be tested, as well. The App Center UMC module
only allows the installation of the latest app version. To test an upgrade of the app, please go to the console
and install aversion explicitly:

uni vention-app install nyapp=1.0

Afterwards, go back to the App Center UMC module. There, the app should show up with the update symbol
indicating the availahility of an update. Continue and perform the app upgrade.

3.2.6. Deactivate the Test App Center Feedback {2}

To switch back to the productive App Center, please run:

uni venti on- app dev-use-test-appcenter --revert

14 _ )
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3.2.7. Automated testing for App Providers Feedback £}

Univention always runs automated tests on an app beforeit is released. Thistesting infrastructure can be used
by the app provider to increase the test coverage for the app. This can save manual testing efforts.

A test script for the app can be provided in the Testing tab. The script needsto be entered in the text area T est
script run after installation. It isrun together with the automatic app testsin the Univention test infrastructure
and will be executed after the app has been installed during those tests.

The App Provider Portal offers an example for how the test script should look like and an example for how
the test script can be tested on a UCS system. On successful tests, the script has to end with exit code O.

For certain tests user credentials for access to the directory service are needed. They are passed with the
parameters bi nddn and bi ndpwd. In many cases the user Adni ni st r at or isused.

3.2.8. Debugging Feedback {2}

During app development or for problem analysis it is necessary to debug an app. If an app installation fails,
the App Center removes the docker container and thus prevents the devel oper to have a deeper ook into what
happened. With the following command the App Center will not throw away a failed app installation. The
container is kept on the system.

uni vention-app install nyapp --do-not-revert

For debugging or support cases it can be helpful to enter the app container. The following command opens
ashell in the container.

uni venti on-app shell myapp
If the container does not support a shell, the container can be entered with the plain Docker commands.

CONTAI NER="$(ucr get appcenter/apps/ myapp/ contai ner)"
docker exec "S$CONTAlI NER'

Important logfiles on the UCS host for debugging are:

o [var/ | og/univention/appcenter.|og

o [/var/l og/univention/ managenent - consol e- nodul e- appcenter.| og
o [var/log/univention/join.log

o [var/| og/ docker. | og

3.3. Two-way approval Feedback{ )

Testing the app also involves giving an approval for the release of the app. Each app inthe App Center requires
atwo-way approval, one from the app provider and one from Univention. The app provider starts with the
process and performs the tests to give the approval for its app.

The app provider's approval is given by clicking on Publish App inthe App Provider Portal. The Univention
App Center team is notified and they will start the automated tests. As soon as the automated tests are suc-
cessful, the second approval is available and the app is ready to be released.

The automated tests conducted by Univention test for installation, un-installation and re-installation of the app
for different UCS system roles. They check for proper operation of the UCS services. No app functionality
will be tested. The tests are for ensuring that the app does not break UCS functionality.

_ ) 15
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Besidesthe technical testing, thefirst release al so undergoes amanual review process on the app presentation.
The app description is checked for plausibility, understandability and for the App Center context.
3.4. Release Feedback ()

Assoon astheappisready for release, it iscopied to the productive App Center by the Univention App Center
team. Thisinvolvesthe app's presentation material aswell asthe Docker image. Univention maintainsan own
Docker registry. The Docker imageis copied to that registry and the reference to the Docker image is updated
accordingly in the app definition. The app will be visiblein the App Center UMC module immediately for all
UCS users. The app catalog is updated automatically and shows the new app.

3.5. Updates Feedback { )

After the release of the first version the app enters "maintenance mode" and receives updates from the app
provider. The evolution of an app is represented by its version. In order to provide an update for the app,
follow these steps:

1. Gotothe Apps UMC modulein the App Provider Portal and search for the app.

2. Create anew version of the app: Mouse over the app'stile, click the menu in the upper right corner of the
tile and select New App Version.

3. Enter the values for source and target version. The App Provider Portal will then copy the source app
configuration to the target.

4. Open the new app version and make the appropriate changes, e.g. the version tag for the Docker image.
Usual placesfor changesinvolve the scripts and maybe the integration. Texts and logos should be checked
if they are till up to date.

Figure 3.2. Menu for Add a new App

Nextcloud

Nextcloud " Edit app version

Unpublished versions Remove app / version

AEREEMEVILIEERE Edit meta data
version unpublished

Figure 3.3. Add a new App version

Add a new version

ucs 4.3 ©
Source UCS version

744 )
Source App version

ucs 4.3 ©

Target UCS version

7.51|

Target App version

CANCEL
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3.6. Termination (end of life) Fecaback{ )

If the app provider decides to discontinue an app and stop maintenance, the app can be terminated by setting
itend of Iife.Assoonasanappispublishedin statusend of life, UCS system administrators won't be
abletoinstall it anymore. UCS systems that already have the app installed, will show anotificationinthe App
Center that informs the UCS system administrator that they should look for alternative solutions.

App versions are not explicitly terminated. They are superseded by the next version. The termination applies
to the whole app.

The app can be terminated by going to the app's configuration in the App Provider Portal. Please go to the
Advanced tab to the section Custom entries. Create anew custom entry withthe Cust om key EndCf Li f e
andtheCust omval ue Tr ue. AfterwardspressSyncto Test App Center and Publish App. Please provide
acustom messagein the publish dialog and | et the A pp Center team know about the reasonsfor the termination.

3.7. App Provider Portal upload interface Feedback{ )

An app is configured via the App Provider Portal, which offers a web interface. There is also an upload
interface available. If the developer prefers to keep the app configuration in a version control system, the
upload interface offers agood way to push changes for the app to the Test App Center. The script can also be
used in non-interactive mode within other scripts. In such cases username and password should be stored in
separate files (no new line at the end) that are passed as parameters.

The scripts needs to be downloaded from https://provider-portal .software-univention.de/appcenter-selfser-
vice/univention-appcenter-control. It requires Python 2.7 and cURL to run. For alist of available actions and
their parameters, use the script's help:

./ uni venti on-appcenter-control --help
./ uni venti on-appcenter-control upload --help

The following examples show how the script can be used.

# creates a new version based on the | atest version of nyapp
./uni venti on- appcent er-control new- version 4.3/ nyapp

# finds out on which UCS versions this Docker App nmay be installed
# Note: jg is an external tool: apt-get install jq
# you may parse JSON without it, of course
./uni venti on- appcenter-control get --json 4.3/nmyapp | jq
' . _ini_vars. Support edUCSVer si ons'

# creates version 2.0 of nyapp based on the (fornerly) |atest version
./uni venti on- appcent er-control new- version 4.3/ nyapp 4.3/ nyapp=2.0

# sets the Dockerl mage of the new app
./uni venti on-appcent er-control set 4.3/ nyapp=2.0 --json '{"Dockerl nmage":

"nyconpany/ nyi mage: 2. 0"}

# copies myapp Version 1.0 from UCS 4.2 to UCS 4. 3.
./uni venti on- appcent er-control new version 4.2/ nyapp=1.0 4.3/ nmyapp=1.0

# uploads all README files in the current folder to the | atest version
# myapp in UCS 4.2
./ uni vent i on- appcent er-control upl oad 4.3/ nyapp READVE*

17
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# upl oads an inmage. WIl be rejected if this inmge is not specified
sonewher e

#in the ini file. Note: This may overwite the | ogo for other

# version using the sane | ogo nane, too.

./uni venti on- appcent er-control upl oad 4.3/ nyapp=1.0 nyapp. svg
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This chapter is about how the app is presented to the user with texts, logos, screenshots and videos. The
contents are part of the app configuration. They are shown to the UCS system administrator in the App Center
UMC modulein UCS and to users on the Univention website in the App Catalog®.

4.1. Logos Feedback {2}

All logos uploaded to the App Provider Portal have to be SV G format, which is most flexible for the presen-
tation purposes.

| mportant

When SV G files are created or exported, please make sure that fonts are converted to paths before
export. Otherwise the text in the logos is not rendered properly and the logo may look odd.

Please also do not simply import abitmap graphic into SVG and export it. Results after scaling may
not look good, because the logo is basically abitmap in SV G apparel.

The logos can be uploaded on the General tab in the L ogos section. Two icons are needed: One for the app
tile on the overview page and a more detailed logo for the app page. The tile has only limited spacein square
format. Please make sure, the logo can still be recognized. The detailed logo is not limited. Most logosfor this
dot have alandscape orientation. The App Center and the App Catal og take care of the appropriate scaling.
SVG allows avery good result due to its nature as a vector graphics format.

4.2. Screenshots and videos Feedback ()

Screenshots and videos are a good way to introduce the solution to the user. To add screenshots please go
to the Screenshots and videos tab for upload. Screenshots can be in PNG or JPG format. Videos have to be
published on Y ouTube and the full Y ouTube link has to be provided in the App Provider Portal. Please keep
in mind that the screenshots and videos in this tab must be for an English speaking audience.

If the same screenshots exist in German, it is recommended that they are added, aswell, in the Trandations
tab in the Screenshots and videos section.

Comprehensive visualizations can be added optionally which make it easier to understand the app's descrip-
tion. Give theimagefiles sensible namesincluding the keywords. An example of abad file namefor animage
would be “app_76bz3.jpg”, whereas “app_name.jpg” would be much better.

1 https://www.univention.com/products/univention-app-center/app-catal og/
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4.3. Description recaback {2}

The description is the text introducing the solution to the user and thus is very important for getting their
attention. Here are some tips intended to help to present the app in a user-friendly, customer-oriented, and
search-engine-optimized manner.

> Unique content with at least 300 words. Not a copy from the solutions web page.

o Content: What does the app do? The added value and benefits should be described and examples be pro-
vided.

o The app is running on UCS. What is the added value that the combination of UCS and the app offers to
the customer?

o It isimportant for the user to understand which "edition" of the solution is installed and what features or
limitations are included. Please also provide information on how to "upgrade” to the next "edition”.

o Thetext should be structured in paragraphs. Subheadings and lists should be used.

o Search engines should be kept in mind and keywords be used.

o Links should be furnished with all HTML attributes.

o Include supporting images/screenshots and define them in the app configuration (not within description).

Thedescriptionisprovidedin HTML format. If more control onthe HTML isneeded, switchto HTML source
mode and edit the HTML directly.

Note

Custom styles in CSS should not be used, because they may distract from the overall impression.
The App Center UMC module and the App Catalog already have respective CSS style definitions.

Thelength of the description depends on how much thereisto say and how much explanation the app requires.
I deally the description should be at least 300 words long. The text should be structured and paragraphs should
be used to make it easier to read. The target group are potential customers. Subheadings (HTML: h2, h3)
should be used to divide the text into logical sections. It is very helpful for the reader to be able to see the
advantages of the app and its combination with UCS at aglance. For thisreason, presentation of the advantages
inlists (HTML: ol, ul, i) is particularly practical.

If links are used in the app description (e.g., to pages on the solution's own website), please aways use the
target ="_bl ank" (openin new tab) and assign the link atitle attribute. Please keep the use of linksto a
minimum and ideally use the fields provided especially for this purpose in the app metadata.

4.4, Categories Fecdback £}

On the General tab the app can be given one or more categories from a given set. Users can filter the app
overview in the App Center and in the App Catalog accordingly. App categories help to group apps together
by topic and give a better overview for the various apps available.

4.5. Contact Fecdbock (D)

For the usersit isimportant to know who is the producer of the app. For this purpose there is the Contact tab
inthe App Provider Portal. Please provide Ger neal product contact i nformati on likeanemail
addressand awebsiteto the solution. Pleasea so link to awebsite, where the app provider's support options and
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pricing is explained to potential customers and placethelink inthefield Website wi th i nformati on
regardi ng support options.

4.6. License

Onthe License tab license information can be defined; for example, alicense agreement. This should be read
by aUCS system administrator and hasto be accepted beforethe app isinstalled. If thetext isnot accepted, the
installation process is aborted and no app isinstaled. The license agreement is mostly used by app providers
for legal information that needs confirmation by the administrator before anything isinstalled. If such atext
is not needed, leave it empty.

UCS system administrators have to register with avalid email addressin order to use the App Center. If the
app provider configures an email addressinthefieldE- mai | address for App install notifi-

cat i ons it receivesinformation on adaily basis about who installed the app. The App Center UMC module
informs the user that the app provider may contact them. App providers can use the address, for example,
for lead management.

The last setting is intended to provide the users a rough imagination about the license type of the software.
One option best fitting to the solution should be chosen:

o Enpty: If novaueisgiven, the App Center UMC module and the App Catalog will show the text "Please
contact the App provider for further license details'.

o Free comerci al use
o Free comercial use. Some functions or services are liable to costs.
o Liable to Costs with Free Tri al

o Liable to Costs

4.7. README for the administrator

In the tab README files additional information for an app can be provided that show up at certain stages
of the app life cycle. README files are also in HTML like the description and content can be provided the
same way (see Section 4.3). The App Provider Portal describes when each README file shows up.

It is highly recommended to use the README files to show information that should not go in the app de-
scription, likefor example configuration detail s, hints before and after an update, etc. Please also keep in mind
to provide a proper German tranglation.

4.8. Translations

All texts, screenshots and videos should be entered in English. Trandations to German should be only made
on the Trandationstab. It should be made sure that translations for the texts that have an English version are
provided. Otherwise, English text will show up for a user with German language settings. Each tranglation
consists of a set of two texts, the English version first and second atext field for the German trandation.

4.9. Recommended Apps Badge

Apps can be awarded with different badges and are therefore especially highlighted in the App Center. One
of those badges is the "Recommended Apps'? award for the use in professional environments. Apps with

2 https://www.univention.com/products/univenti on-app-center/app-catal og/recommended_app=1
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the "Recommended Apps' award meet the below listed quality criteria. The functional scope of the software
solution is not evaluated. The award is assigned by the Univention App Center Team and the criteria serve
as decision guidelines.

o The app can be installed and uninstalled cleanly and does not alter the UCS system against the rules.

> Univention is not aware of any open security vulnerabilitiesfor the app or the app provider has promised to
remedy the vulnerabilities soon. In principle, Univention does not carry out any active security monitoring
for appsin the App Center. If Univention becomes aware of security vulnerabilities, the App provider will
be informed and a deadline for an update will be agreed upon.

o The version of the software solution offered in the App Center is maintained by the app provider.

o |f the software solution reguires user accounts to identify users, the app uses UCS Identity Management
as a source of user accounts.

> The app provider makes updates of its software for the app available regularly and promptly to UCS via
the App Center.

o |f the app provider offers update paths for its software solution, the app aso supports these update paths.

o Theapp vendor ensuresthat the app deploysits software solution to new UCS versionswithin ashort period
of time, ensuring that administrators can update UCS.

o Commercial support is available for the app.
> The app has been available in the App Center for at least 3 months.

o For the app, there are virtual app appliances that are linked on the app vendor's website for download. This
makes commissioning the app on UCS extremely easy.
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One of the UCSs key features is the integrated identity management (IDM). With this central identity man-
agement, users benefit, among other things, from asingle login independent of which services or systemsthey
use. It is highly recommended to integrate the app into the identity management system.

If the app should benefit from the identity management, the flag Add activation checkbox for App in UCS
user management should be activated in the App Provider Portal on the Advanced. This extends the IDM
by a checkbox and an administrator of the UCS system can activate or deactivate each user individually for
the app. The setting can then be found in the Users UMC module and is called Apps. It is also possible to
make significantly more complex settings. See Section 5.1.4 for more details.

5.1. Provisioning Feedback{ )

There are different ways in which applications can access provisioning information. The following describes
apull and push-based procedure.

5.1.1. Automatically via LDAP connection (Pull) Feedback {2}

UCS stores the user and group information in an OpenLDAP based directory. Thus, the default information
can be accessed viathe LDAP protocol. Objects areidentified by an LDAP filter. The following filter can be
used to search for users " (univentionObjectType=users/user)" and for groups the filter " (univentionObject-
Type=groups/group)" can be used.

If the user activation is used (Add activation checkbox for App in UCS user management), the following
LDAPfilter can be used: (& (univentionObjectType= users'user)(myappActivated=TRUE)). The string myapp
has to be replaced with the appid.

The parameters for the LDAP server can be read from the environment variables:
o LDAP_SERVER NAME: The fully-qualified host name of the OpenLDAP server the app may connect to.
o LDAP_SERVER PORT: The port of the OpenLDAP server the app may connect to.

o LDAP_SERVER ADDI Tl ON: A list of aternative OpenLDAP servers. These values should be used for
failover.

o LDAP_BASE: The base for the whole LDAP database, e.g., dc=nydonai n, dc=i nt r anet or o=ny-
domai n.
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| mportant

As arule, the LDAP base should not be further restricted. Many environments store users below
cn=user s but thisisnot the case in al environments.

By default, the OpenLDAP server in UCS does not allow anonymous connections. For every app a user ac-
count is created. The account has read access to the LDAP directory. The username is passed as the environ-
ment variable LDAP_HOSTDN. The password iswritteninthefile/ et ¢/ nachi ne. secr et . The creden-
tials are not changed when an app is upgraded. But they change if an app is reinstalled.

5.1.2. Automatically via IDM notifications (Push) Feedback £}

An app can be notified by the IDM system when users or groups are created, modified or deleted. For each
change, afileis created in a specific directory. The app can either poll the directory or register a command
that is executed when afileis created.

UCS4.3-1errata211tis required on the user's system for this feature.
5.1.2.1. Setup in App configuration Feedback )

The configuration for these IDM notifications can be done on the LDAP Listener tab in the App Provider
Portal. It can be configured which object types are watched. Currently, users and groups are supported.

A script should be specified in the App Provider Portal. The script is copied from the App Center into the
container and called there. If ascript isalready part of the container, this script can be called accordingly, e.g.

#/ bi n/ sh
[ usr/ sbi n/ app- connect or

5.1.2.2. How the mechanism works Feedback { )
The JSON files are created in the directory /var/|ib/uni vention-appcenter/apps/ $ap-
pi d/ data/listener/.Assoon as any attribute of the watched object types is changed a JSON fileis
created inthedirectory. The script is called in adefined and configurableinterval by the App Center, if at least
one JSON file has been written. Once the script has finished a JSON file, the script must delete the JSON file.

All files are JISON with one dictionary and the following content:

o entry_uui d: A uniqueidentifier for the object. It does not change even if the object is moved. The script
certainly wants to identify objects by this attribute.

o dn: The distinguished name of the LDAP object.
o type: Thetype of the object, i.e., "usersuser”, or "groups/group".

o attributes:A dictionary of the attributes of thisobject. The content isdefined by the UDM (Univention
Directory Manager) representation of the object. If it isnull instead, the object has been del eted.

5.1.2.3. What should the script cover? Feedback {-)
o The mechanism does not filter the data. Every change will be saved in JSON files. If only asubset of users,

e.g. acertain user type like students, shall be processed, the script should filter on it and only continue with
the relevant data.

1 https://errata.software-univention.de/ucs/4.3/211.html
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o UCS can "resync" alistener. In this case, each and every object appears once again as a JSON file. The
script needs to cover the case where no real modification to the object has been made.

o The script hasto exit with exit code = 0 on success and != 0 on failure.

> The script has to delete the JSON file that has already been processed. If the files are not deleted, the script
should detect duplicates and make sure to handle the same change accordingly.

o If amapping betweentheent ry_uui d of the JISON fileand the primary user key in the solutions database
is not possible, consider maintaining a mapping table by the script, if necessary. Theent ry_uui d isthe
only attribute that remains the same for an object.

o |t may happen that thesameent ry_uui d appearstwiceinthe set of JSON files. Thismeansthat multiple
modifications on the object have been made since the last time your script processed the object.

5.1.2.4. JSON example FeedbackQ

Thisisan example of aJSON file for auser change. It is not complete, but should clarify the idea.

{
"dn": "ui d=Admi ni strator, cn=users, dc=spar ka-43, dc=i ntranet",
"id": "b2f13544-e3cb-1037-810e-23ad4765aade",
"object": {
"description": "Built-in account for adninistering the conputer/
domai n",
"di sabl ed": "0",
"di spl ayNanme": "Admi nistrator",

"gecos": "Admi nistrator",
"gi dNunber": "5000",
"groups": [

'cn=Domai n Admi ns, ch=gr oups, dc=spar ka- 43, dc=i ntranet",
"cn=Domai n Users, cn=gr oups, dc=spar ka- 43, dc=i ntranet ",
"cn=DC Backup Host s, cn=groups, dc=spar ka- 43, dc=i ntranet ",
"cn=Schema Adni ns, cn=gr oups, dc=spar ka- 43, dc=i ntranet",
"cn=Ent erpri se Adm ns, cn=gr oups, dc=spar ka- 43, dc=i ntranet ",
"cn=G oup Policy Creator

Owner s, cn=gr oups, dc=spar ka- 43, dc=i ntranet ",
"cn=Adm ni strators, cn=Bui | ti n, dc=spar ka- 43, dc=i ntranet "

]

"l astnane": "Adm nistrator",
"l ocked": "O0",
"l ockedTi ne": "0",
"mai | For war dCopyToSel f": "0",
“mai | Pri maryAddress": "adm n@parka-43.intranet",
“mai | User Quota": "0",
"password": "{crypt}$6$0kS4GowCZEAIRqWG
$8LkK6i BeKFCl noxy9bCGLSFf Gpaj Oy/ / Zg[ . . . 1",
"passwordexpiry": null,
“primaryG oup": "cn=Donain
Admi ns, cn=gr oups, dc=spar ka- 43, dc=i nt ranet",
"sanmbaRI D': "500",
"shel I ": "/bin/bash",
"ui dNunber": "2002",
"uncProperty": [
[

"appcent er Docker Seen",
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"true"

"appcent er Seen",
n 2ll

"udnmJser Gri dVi ew',
"defaul t"
]
I,

"uni xhone": "/hone/ Admi nistrator",
“unl ockTi nme": "",

"userexpiry": null,

"usernane": "Admnistrator",
"webweaver Acti vat ed": " TRUE"

}

dm obj ect type": "users/user"

}
5.1.3. Authentication Feedback {2}

There are different waysin which applications can authenticate against the UCS identity management system.

5131 LDAP FeedbackQ

UCS stores the user and group information in an OpenLDAP based directory. Thus, the default information
can be accessed viathe LDAP protocol. Objects are identified by an LDAP filter. The following filter can be
used to search for users "(univentionObjectType=users/user)" and for groups the filter " (univentionObject-
Type=groups/group)" can be used.

If the user activation is used (Add activation checkbox for App in UCS user management), the follow-
ing LDAP filter can be used: (& (univentionObjectType= user s/user)(myappActivated=TRUE))". The string
myapp has to be replaced with the appid.

The parameters for the LDAP server can be read from the environment variables:
o LDAP_SERVER_NAME: The fully-qualified host name of the OpenLDAP server the app may connect to.
o LDAP_SERVER PORT: The port of the OpenLDAP server the app may connect to.

o LDAP_SERVER ADDI Tl ON: A list of aternative OpenLDAP servers. These values should be used for
failover.

o LDAP_BASE: The base for the whole LDAP database, e.g., dc=nydonai n, dc=i nt ranet or o=ny-
donai n.

| mportant

As arule, the LDAP basis should not be further restricted. Many environments store users below
ch=user s but thisisnot the case in al environments.

By default, the OpenLDAP server in UCS does not allow anonymous authentications. For every app a user
account is created. The account has read access to the LDAP directory. The username is passed as the envi-
ronment variable LDAP_HOSTDN. The password iswritten inthefile/ et ¢/ machi ne. secr et . Thecre-
dentials are not changed when an app is upgraded. But they change if an app is reinstalled.
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5.1.3.2. Kerberos Feedback {_)

UCSintegrates a Kerberos server by default. As usual with Kerberos, the data for the Kerberos configuration
can be obtained from DNS. By default, the DNS domain name is passed through the DOVAI NNAVE environ-
ment variable. The following settings can then be queried via DNS:

o Kerberos Realm: It an be queried by the TXT record _ker ber os. DOVAI NNAME.

o Kerberos KDC: It an be queried by the SRV records _ker ber os. _t cp. DOVAI NNAME and _ker -
ber os. udp. DOVAI NNAME.

5.1.4. User rights management Feedback {2}

Theflag Add activation checkbox for App in UCS user management can be activated in the App Provider
Portal on the Advanced. This adds a checkbox to the user administration and a schema extension for the IDM
is created, so that the status of the checkbox is stored in an attribute in the IDM. This allows each user to be
activated or deactivated separately.

If the app requires more settings in the IDM, an own LDAP schema can be uploaded into the App Provider
Portal Docker / Configuration files/ Schema extension for LDAP.

Inthiscasg, itisalso possibleto create individual extended attributes during the setup process. This should be
done in the join script. Further information on extended attributes can be found in the Univention Devel oper
Reference’.

2 https://docs.software-univention.de/devel oper-reference. html
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The App Center offers the possibility to add scripts at various points during the installation and configuration
of the app. The most important scripts are described below.

6.1. Installation scripts Feedback{ )

During the installation of an app, the so-called preinst script is executed first. Afterwards, the account for
the Docker container is created and the Docker container is started. After that, the setup script is called and
finally thejoin script.

6.1.1. Script called before installation to verify that App may be in- e
stalled

This script is executed on the UCS host system before the app is initialized, even before the app image is
downloaded. It is also called a preinst script. Its purpose is to check whether installation will be successful
or not. Any exit code other than O will result in cancellation of the installation process. This script is also
executed if the app is upgraded.

6.1.2. Docker script setup Feedback {2}

This script is executed in the Docker container. It is normally the heart of the initial app configuration. If the
script fails (exit code != 0) the installation is aborted.

6.1.3. Join script Feedback {2}

This script is executed on the UCS host system after the Docker container is configured. Please refer to the
Developer Reference! about how to write ajoin script. In principle ajoin script is a script that runs after the
installation of an app and it has write access to the LDAP directory service. If it runs successfully, the join
script may savethisinformation in a statusfile. If this does not happen, the user is constantly reminded to re-
run the join script. So the join script does not need to run successfully. The installation will not be aborted at
this point. But of course at some point it should run through successfully.

1 https://docs.software-univenti on.de/devel oper-reference. html#chap:join
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6.1.3.1. Join script helper Feedback {_)

Apart from the functions documented in the Developer Reference, the below listed functions are availablein
join scripts for dealing with apps. They require the following line in the script:

[ usr/ shar e/ uni venti on- appcent er/j oi nscri pt hel per. sh
Furthermore, this call provides accessto the following variables:

$APP # app id

$APP_VERSI ON # app version
$SERVI CE # app name

$CONTAI NER # docker container id

6.1.3.2. Join script functions Feedback { )

joinscript_add _simple_app_system user adds a domain wide user to the LDAP directory that is not a rea
Domain User and offers an authentication account. It can be used as bind user for the app to connect to the
LDAP directory. The password will be stored on the Docker Host at / et ¢/ $APP. secr et . The DN will
beui d=$APP- syst enuser, cn=user s, $|l dap_base.

joinscript_add_sinpl e _app_systemuser "$@ --set mail Pri maryAddress=. ..

joinscript_container_is running returns whether or not the Docker container is currently running. O: Yes, 1:
No. Can be used in an if statement.

joinscript_container_is_running || die "Container is not running"
joinscript_run_in_container runs one command inside the container. Returnsthe return code of the command.

joinscript_run_in_container service nyapp restart || die "Coul d not
restart the service"

joinscript_container_file prints the absolute path for the Docker host for the filename given inside the con-
tainer.

FI LENAME="$(j oi nscri pt _container_file "/opt/$APP/ my.cnf")"

joinscript_container_file touch createsafileinsidethe container. Directoriesare created along theway. Prints
the resulting filename just like "joinscript_container_file".

joinscript_register_schema registers a LDAP schema file semi automatically. The schema file allows to ex-
tend LDAP objects with new attributes. The file will be copied to the Docker host's/ usr/ shar e/ uni -
vent i on- appcent er/ apps/ APPI D/ APPI D. schemna during installation. See the LDAP documenta-
tion? for the syntax of a schemafile. If an official object identifier (OID) namespace is needed, Univention
can provide one. It isimportant to note that shipping the schemafile aloneis not enough. It hasto be registered
with the mentioned function in the join script. The schema file content can be provided in the App Provider
portal on the Docker tab, in the Configuration files section in the field for Schema extension for LDAP.

joinscript _register_schema "$@

6.2. Uninstallation scripts Feedback{ )

During the uninstallation of an app, the so-called prerm script is executed first. Afterwards, the account for
the Docker container isremoved and the Docker container is stopped. After that, the unjoin script is executed.

2 http://www.openl dap.org/doc/admin24/schema.html

30 _ )
www.univention.de



https://www.univention.com/feedback/?manual=installation:joinscript:helper
https://www.univention.com/feedback/?manual=installation:joinscript:functions
http://www.openldap.org/doc/admin24/schema.html
http://www.openldap.org/doc/admin24/schema.html
https://www.univention.com/feedback/?manual=uninstallation-scripts
http://www.openldap.org/doc/admin24/schema.html

@ univention

be open.

Script called before uninstalling to verify that App may be re-
moved

6.2.1. Script called before uninstalling to verify that App may be re- reeaack()
moved

This script is executed onthe UCS host system. It isalso called as prerm script. Its purposeisto check whether
an uninstallation is successful or not. For example, the prerm may fail if other software still depends on it.
Any exit code other than 0 will result in cancellation of the uninstallation process.

6.2.2. Unjoin script Feedback {2}

This script is executed on the UCS host system after the Docker container is removed. See the Developer
Reference® for how to write an unjoin script. It should revert most (if not al) changes done in the join script.
With the notable exception of schema registration. An LDAP schema extension should never be removed
once it was registered.

6.3. Upgrade scripts Fecaback { )

It may be necessary to move data from the old container to the new container when the app container is
replaced during an upgrade or the app is uninstalled. Therefore, the upgrade scripts can be used.

6.3.1. Docker script store_data Feedback {2}

This script is required if data exists in the container which should not be removed while the container is
replaced with anew container or if the app isuninstalled. It is not required if al the datais stored outside the
container for example in a database or a mapped volume. This script is executed inside the Docker container
andit should copy therelevant datato/ var / | i b/ uni vent i on- appcent er/ apps/ $APPI DJ dat a/ .
Afterwards, the data can be restored by one of the restore_data scripts.

6.3.2. Docker script restore_data_before_setup Feedback {2}

This script is executed inside the Docker container before the setup script is run. Its purposeis to restore the
data which has been stored by the store_data script.

6.3.3. Docker script restore_data_after_setup Feedback {2}

This script is executed inside the Docker container after the setup script is run. Its purpose is to restore the
data which has been stored by the store_data script.

6.4. App settings Feedback ()

The App settings allow the user to configure the app during its runtime. The App Provider Portal can be used
to define which settings are displayed to the user. The app can react accordingly to the changes.

If App settingsare defined for an app, the user can reach these settingsin the app configuration, see Figure 6.1).
Figure6.1. App settings button

Manage domain wide installations

INSTALL ~ OPEN UNINSTALL entry of 1 selected

A server

my.server.intranet (this computer) 1.0installed

8 https://docs.software-univention.de/devel oper-reference. html
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An example for an App settings dialog isin Figure 6.2).
Figure 6.2. App settings example
Horde Settings
Comma-separated list of users, which should be treated as
administrators by Horde
/
If this is not false, it is assumed to be the URL of an alternate
logout page which users will be sent to when they log out.
webmaster@deadlock43.intranet
Email address to which problem report emails should be sent
ERR
Log level
5.0
Required X-Spam-Level "#+++" hits far spam mails
Spam
Default spam folder (to move spam mails into).
Disable the Horde test script
The App settings can be defined on the tab Settings in the App Provider Portal.
6.4.1. React on App settings Feedback { )

The settings are saved inside the Docker container inthefile/ et ¢/ uni vent i on/ base. conf inthetype
key: value. After the settings are changed, two scripts are executed. First, the script configure_host. This script
isrun on the Docker host. Second, the configure script is executed. It is executed inside the Docker container.
In the App Provider Portal, the path of the script can be given (Configuration script run in the Docker
Container) or the script code can be uploaded (Path to script inside the container (absolute)).

6.4.2. App settings configuration Feedback {2}

32

The App settings are defined in the ini format. The definition can be done in the field Settings that can be
used to configurethe app. ini file format. One ini file can contain several settings.

The name of a setting is the name of the section in the ini file, for example

[ myapp/ nysetting]

It is recommended to use the app ID as a prefix. This prevents collisions.

The type of the attribute is defined with the keyword Type. The following types are supported:
o String A standard input field with no restrictions. Thisis used by default.

o Int A number field which is vaidated accordingly.

> Bool A checkbox. Thevaluet rue or f al se isset.

o List A widget that lets the user choose from a predefined set of values.

www.univention.de
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o Password A passwordinput. Note: The content will be stored asclear text valueinsidethe Docker container.
> File An upload widget. The content is stored directly in afile according to the definition of the setting.
o Passwor dFile AsaFile, but shown as a password input.

o Status A read-only settings that is actually meant as a feedback channel for the user. This does not render
awidget, but instead just writes a text with whatever was written into this variable. Writing to it isup to
the App Provider (e.g., by using the configure script).

The attribute Description is used to define the description of the setting. It is shown next to the widget so that
the user knows what to do with thisform. It can be localized by aso defining Description[de] and so on.

The attribute Group can be used to group settings. All settings sharing one group will be put under that label.
The default groupisSet ti ngs. Itisaso possibleto localize it for example Group[de].

The attribute Show can be used to define when the setting should be shown. By default the setting attribute is
shown when the app is up and running. It is also possible to show the setting attribute during the installation.
The following values are possible | nst al | , Upgr ade, Renove and Set t i ngs. It is possible to specify
more than one value which must be separated by comma.

The attribute ShowReadOnly can be used in the same way as Show. The difference is that the value is not
changeable.

The attribute I nitialValue can be used during the installation. If no value for this attribute was given during
theinstallation, the defined valueis set.

The attribute Required can be used to define if this setting hasto be set or not.

The attribute Scope is used to specify if the valueis set inside the Docker container (i nsi de), onthe Docker
host (out si de) or onboth (i nsi de, out si de). Thedefaultisi nsi de.

The attributes L abels and Values are used if atype List is defined. The attribute L abels defines the values
shown to the user and the attribute Values defines the values which are stored. The lists are comma separated
and should have the same size. If acommais necessary inside alabel or value, it can be escaped with a\.

The attribute Filename can be used to define the absolute path where the file should be stored. This attribute
is needed in case the types File or Passwor dFile are used.

6.4.3. App settings examples

Thisisaminimal settings definition:

[ myapp/ nysetti ng]

Type = String

Description = This is the description of the setting
Description[de] = Das ist di e Beschrei bung der Einstellung

These are two more advanced settings

[ nyapp/ nyfil e]

Type = File

Fi |l ename = /opt/nyapp/license
Description = License for the App
Description[de] = Lizenz der App
Show = Install, Settings

Group = License and Li st

33
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Group[de] = Lizenz und Liste

[ myapp/list]

Type = List

Descri ption = List of val ues
Show = I nstall

ShowReadOnly = Settings

Val ues = val uel, val ue2, val ue3
Label s = Label 1, Label 2, Label 3
Initial Val ue = val ue2

Scope = inside, outside

Group = License and Li st

G oup[de] = Lizenz und Liste

Thefirst of thesetwo settingswill upload afileto/ opt / nyapp/ | i cense insidethe container. The second
will save myapp/list: value2 (or another value) inside the container and on the Docker host. Both settings will
be shown before the installation. On the App settings page, the list setting will be read-only.

6.5. Certificates Fecdback {2}

UCS provides a certificate infrastructure for secure communication protocols. See SSL certificate manage-
ment* in the UCS manual.

Apps may need access to the UCS certificate infrastructure or need to be aware of changes to the certificates.
Starting with UCS 4.3-0 errata 91° the Univention App Center provides a simple way to manage certificates
inside an app. Thisis simply a new action named update-certificates in the app Center which is called auto-
matically during the installation and upgrade of apps (but can also be executed manually) and provides apps
asimple way to gain access to certificates and to react to changes to certificates.

# update all apps
-> uni venti on-app update-certificates

# update app "ny-app"
-> uni venti on-app update-certificates ny-app

What happens update-certificates?

o The UCS root CA certificateis copiedto/ usr/1 ocal / share/ ca-certificates/ucs.crt in-
side the container.

o update-ca-certificatesis executed inside the container.

o The UCSroot CA certificateiscopiedto/ et ¢/ uni venti on/ ssl / ucsCA/ CAcert . peminsidethe
container.

o The Docker host UCS certificate is copied to /etc/univention/ssl/docker-host-
certificate/{cert.pemprivate. key} and /etc/univention/ssl/$FQDN DOCK-
ER HOST/ {cert.pem private. key}.

Every app can define aupdate_certificates script.
Example;
#!1 / bi n/ bash

4 http://docs.software-univention.de/manual .html#domain:ss!
5 https://errata.software-univention.de/ucs/4.3/91.html
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# cat the UCS root CAto the app's root CA chain
cat /etc/univention/ssl/ucsCA/ CAcert.pem >> /opt/my-app/ca-bundle.crt
servi ce ny-app-daenon restart
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App Appliances are pre-defined images which consist of the App, the UCS management system and the UCS
runtime environment. They are run as a virtual machine within a hypervisor and are currently provided as
VMware, VMware ESXi, Virtua Box and KV M images. By default the UCSbranding isused, but it ispossible
and recommended to use a custom branding.

7.1. Create an app appliance Fecaback{ )

To create an appliance, select an app version that has already been published and activate the Create App
appliance checkbox on the Appliance tab. If the solution needs a minimum size of memory, please specify
the needed mega bytes.

7.1.1. Additional software Feedback ()

If the appliance should include additional apps, please specify them in the Additional softwar e section.

7.1.2. Customize setup wizard in appliance Feedback {2}

The appliance allows customization of the UCS setup wizard and controls which setup pages and setup fields
should be hidden. For simplicity towards the user, it is recommended to hide the sof t war e page and the
basesyst emsetup field.

7.1.3. Customize app listing in App Center Feedback {2}

The listing of appsin the App Center UMC module in the appliance can be customized to either whitelist or
blacklist certain apps. For example, if the solution is a groupware, other groupware solutions can be hidden
from the overview listing. System administrators can only install the whitelisted apps or are not allowed to
install the black listed apps.

7.1.4. First steps information Feedback {2}

The appliances are usually configured in such away that the user can start using them right away. In some
cases it may be necessary to provide someinformation for thefirst steps. For example, the user needsto know
that auser object hasto be created and activated for the app first. Thiscould be briefly described in this section.
The German translation should be kept in mind and provided.
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7.1.5. Customize UMC favorite category Feedback £}

The appliance also allows to customize the UMC modules which should be pre-configured for the favorites
section inthe UCS management system. Thefavorites section comesupfirst, after aUCS system administrator
logs onto the UCS management system. It is recommended to have the modules User s, Gr oups and App
Cent er listed here.

7.1.6. Appliance build Feedback £}

As soon as the settings are made, Sync to Test App Center, click the Publish App button and provide a
custom message to let the Univention team know that an appliance is ready to be build. This will create a
ticket which helps to keep the communication in one place.

7.1.7. Test and release Feedback £}

The appliance is automatically built in the Univention build infrastructure. After the build is finished, auto-
matic tests will be started. Build and testing will approximately need four hours.

After the automatic tests have finished successfully, the app provider is informed. A link to the appliance
download is sent and a few days are given for testing. If no veto is sent, the Appliance is usually published
after the veto deadline. After the release, the appliance will show up for download on the app pagein the App
Catalog. App Providers are recommended to also place alink to the app detail page from their download page.
Thelink is one criteria for the recommended apps badge in the App Center overview and the App Catalog.

7.2. Custom branding Fecaback{ )

With a customized branding of an appliance the boot loader, the boot splash, the system setup wizard and the
portal page can be modified. Please look at the screenshots below and the explanations of the options that
control the look.

7.2.1. Boot loader Feedback {2}

The background color can be configured for the boot loader. Please define in the Primary appliance color
Setting.
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Figure 7.1. Boot loader

GHU GRUE wersion 2.

i= before booting or ‘c'

7.2.2. Boot splash Feedback {2}

The boot splash can have a custom background and a logo. The logo is defined in Logo in setup wizard.
Please provide a SV G file and mind the recommendations in Section 4.1.

The background color is defined in CSS definition of the appliance background. For a black background,
simply define#000000. A gradient can for example be defined with | i near - gr adi ent (t o bott om
#345279 0% #1d2c41l 100% . For moreinformation onhow to useagradient, see CSSlinear-gradient()
function on w3schools'.

1 https://www.w3schools.com/csSref/func_linear-gradient.asp
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Figure 7.2. Boot splash
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7.2.3. System setup wizard Feedback {2}

40

The system setup wizard allows several dotsto be customized. In the Appliance creation sectioninthe App
Provider Portal, the Appliance name (the word "appliance” is automatically appended) can be set. It controls
the heading in the system setup wizard. Next isthe Logo for the setup wizard, which is shown on the first
page of the system setup wizard.

In the Branding configuration of the Appliance section, the logo on the top left can be changed with the
Logo for UMC header setting. The Primary appliance color controls the background color of the UMC
header.

The Secondary appliance color is used as color for smaller graphical elements throughout the setup wizard
(seeFigure 7.4).
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Figure 7.3. System setup first screen
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Bremen Q

Enter a city nearby to preconfigure semnuks such as timezone, system language, keyboard
layout.

Localization settings

LOgO for the City: Bremen, Germany
. Timezone: Europe/Berlin
setu P wiza rd Default locale:  German (Germany)

Keyboard layout: German

ADAPT SETTINGS

NEXT

Figure 7.4. System setup summary screen
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Primary appliance

Confirm configuration settings
color

Please confirm the chosen

configuration settings which are

summarized in the following. Localization settings

uCs configuration: A new UCS domain will be created.

» Default system locale: German (Germany)
« Time zone: Europe/Berlin
* Keyboard layout: German

Account information
* E-mail address to activate UCS: gulden@univention.de

D: in and host figuration

g

« Fully qualified domain name: master.ucs.demo

S econ d a ry * LDAP base: dc=ucs,dc=demo

a p p | | ance co | or * Address configuration: IP address is obtained dynamically via DHCP
* DNS server:10.0.2.3

Software components: No additional software components will be installed.

BACK CONFIGURE SYSTEM 13

Ll

7.2.4. Welcome screen

The welcome screen is shown after the appliance setup has been finished and also every time the appliance
is started. It offers information on how the user can access the appliance. It uses settings like the Appliance
name and the CSS definition of the appliance background. The L ogo displayed in the welcome screen needs
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to be a SVG file that is dightly wider than high and which has the fonts converted to paths. Please mind the
recommendationsin Section 4.1.

Depending on the character of the welcome screen background (bright or dark), the Font color for welcome
screen should be either set to Whi t e or Bl ack.

Figure 7.5. Appliance welcome screen
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Browser-Fenster https://10.0.2.15 Web Management

[ Driicken Sie eine beliebige Taste, um eine Text-Konsole zu 6ffnen ]

@ enion
7.2.5. Portal page Feedback {2}

The branding of the portal page is independent from the other sections. The Title as shown on the portal
page can be defined and it can be configured if the font color shall be black or white. The L ogo for the portal
page controls which logo shall be set in the first tile on the portal page. The background can either consist of
a background image or a background color or a background color gradient as described in Section 7.2.2.

Figure7.6. Appliance portal page

ownCloud Portal ¢— Title as shown on the portal page Q @ = @univention

Admin Manual User Manual
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