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thority

Chapter 1. Integration of Ubuntu clients
Into a UCS domain

Univention Corporate Server alows the integration of Ubuntu clients. Initially a standard Ubuntu installation
needs to be performed. The following section describes the configuration changes, which need to be made to
integrate the Ubuntu client into the UCS domain. After successful integration users can authenticate on the
Ubuntu clients with their standard UCS domain password and user name.

This configuration has been tested with Ubuntu 14.04 LTS aswell as Kubuntu 14.04 LTS,

Caution

In caseacommand failsor does not return the expected output, please make surethat all configuration
options and files are entered and have been written as shown in this document. For example, some
text editors do not preserve the indentation which is required for some configuration files.

1.1. Integration into the LDAP directory and the SSL cer- rewf
tificate authority

After Ubuntu has been installed, some of it's configuration files need to be modified. To simplify the setup,
the default configuration of the UCS master domain controller should be copied to the Ubuntu system, for
example:

# Becone root
sudo bash

# Set the | P address of the UCS DC Master, 192.168.0.3 in this exanple
export MASTER | P=192. 168.0. 3

nkdir /etc/univention
ssh root @{ MASTER | P} ucr shell |
grep -v “hostnane= >/etc/univention/ucr_naster
echo "master i p=${ MASTER | P}" >>/etc/uni venti on/ucr_naster
chnod 660 /etc/univention/ucr_naster
/et c/uni vention/ucr_master

echo "${ MASTER | P} ${l dap_master}" >>/etc/hosts

# Exit sudo bash
exit

In the default configuration of UCS only authenticated users can search in the LDAP directory. As such, the
Ubuntu client needs an account in the UCS domain to gain read access to the LDAP directory:

# Becone root
sudo bash

# Set sone environnent vari abl es
/et c/univention/ucr_naster

# Downl oad the SSL certificate
nkdir -p /etc/univention/ssl/ucsCA
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wget -O /etc/univention/ssl/ucsCA CAcert.pem\
http://${| dap_naster}/ucs-root-ca.crt

# Create an account and save the password
password="$(tr -dc A-Za-z0-9_ </dev/urandom | head -c20)"
if [ "$version_version" = 3.0 ] & [ "$version_patchlevel" -It 2 ]
t hen
ssh root @{| dap_mast er} udm conput er s/ nanagedcl i ent create \
--position "cn=conputers, ${| dap_base}" \
--set name=$(hostnane) --set password="3${password}"
el se
ssh root @{| dap_master} udm conput ers/ubuntu create \
--position "cn=conputers, ${| dap_base}" \
--set nanme=$(host nane) --set password="${password}" \
--set operatingSystenm="$(lsb release -is)" \
--set operatingSystenVersion="$(lsb_release -rs)"
fi
printf '%' "$password" >/etc/ldap.secret
chnod 0400 /etc/ | dap. secret

# Create |dap.conf

cat >/etc/ldap/ldap.conf << EOF

TLS CACERT /etc/univention/ssl/ucsCA/ CAcert. pem
URlI | dap://$l dap_naster: 7389

BASE $| dap_base

__EOF__

# Exit sudo bash
exit

1.2. Configuration of the System Security Services Dae- rew=xf
mon (SSSD)

SSSD provides a set of daemons to manage access to remote directories and authenti cation mechanisms.

# Becone root
sudo bash

# Set sone environnent vari abl es
/et c/univention/ucr_naster

# Install SSSD based configuration
DEBI AN_FRONTEND=noni nt eracti ve apt-get -y install sssd

# Create sssd. conf

cat >/etc/sssd/sssd.conf <<_ ECF
[ sssd]

config file_version = 2
reconnection retries = 3
sbus_tinmeout = 30

servi ces = nss, pam sudo

domai ns = $kerberos_real m

[ nss]
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1l
w

reconnection_retries

[ pan

reconnection retries = 3

[ donmai n/ $ker ber os_r eal ni

aut h_provi der = krb5

kr b5_kdci p = ${naster_i p}

krb5 real m = ${kerberos_real n}

kr b5_server = ${I dap_naster}

kr b5_kpasswd = ${| dap_nmster}

i d_provider = |dap

| dap_uri = |dap://${lIdap_master}: 7389

| dap_search_base = ${| dap_base}

I dap_tls_reqgcert never

| dap_tls cacert = /etc/univention/ssl/ucsCA CAcert.pem
cache_credentials = true

enunmerate = true

| dap_def aul t _bi nd_dn = cn=$( host nane), cn=conput er s, ${| dap_base}
| dap_def aul t _aut ht ok_type = password

| dap_def aul t _aut ht ok = $(cat /etc/|dap. secret)

__EOF__

chnod 600 /etc/sssd/ sssd. conf

# Install auth-client-config
DEBI AN_FRONTEND=noni nt eractive apt-get -y install auth-client-config

# Create an auth config profile for sssd
cat >/etc/auth-client-config/profile.d/sss << EOF

[ sss]
nss_passwd= passwd: conpat sss
Nnss_group= gr oup: conpat sss

nss_shadow= shadow. conpat
nss_net group= netgroup: nis

pam aut h=
aut h [success=3 defaul t=i gnore] pam uni x.so null ok_secure
try first_pass
auth requi site pamsucceed if.so uid >= 500 qui et
aut h [success=1 defaul t=ignore] pam sss.so use first_ pass
auth requi site pam deny. so
auth required pampernit.so

pam account =
account required pam uni X.so
account sufficient pam.| ocal user. so
account sufficient pam succeed if.so uid < 500 qui et
account [defaul t=bad success=0k user unknown=i gnore] pam SsS. SO
account required pampermt.so

pam passwor d=
password sufficient pam uni x.so obscure sha512
password sufficient pam sss.so use_aut ht ok
password requi red pam deny. so
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pam sessi on=
sessi on requi red pam nkhonedir.so skel =/ etc/skel/ umask=0077
sessi on optional pamkeyinit.so revoke
session required pamlimts. so
sessi on [success=1 defaul t=i gnore] pam sss. so
sessi on requi red pam uni x. so
__EOF__
auth-client-config -n -a -p sss

# Restart sssd
restart sssd

# Exit sudo bash
exit

The commands get ent passwd and get ent gr oup should now also display al users and groups of
the UCS domain.

1.3. Configuring user logins Feedback £}

The home directory of auser should be created automatically during login:

# Becone root
sudo bash

cat >/usr/share/ pam confi gs/ucs_nkhomedi r <<_ EOF__
Nanme: activate nkhomedir
Defaul t: yes
Priority: 900
Sessi on- Type: Additiona
Sessi on:
required pam nkhomedi r. so umask=0022 skel =/ et c/ ske
ECF

DEBI AN_FRONTEND=noni nt er act i ve pam aut h- updat e

# Exit sudo bash
exit

During login users should also be added to some system groups:

# Becone root
sudo bash

echo '*;*;*; Al 0000- 2400; audi o, cdrom di al out, fl oppy, pl ugdev, adm \
>>/ et ¢/ security/ group. conf

cat >>/usr/share/ pam configs/local groups << EOF
Nanme: activate /etc/security/group.conf
Defaul t: yes
Priority: 900
Aut h- Type: Primary
Aut h:
required pam group. so use first pass
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__ECF

DEBI AN_FRONTEND=noni nt er act i ve pam aut h- updat e

# Exit sudo bash
exit

By default the Ubuntu login manager only displaysalist of local usersduring login. After adding thefollowing
lines an arbitrary user name can be used:

# Becone root
sudo bash

# Add a field for a user name, disable user selection at the |ogin
screen

nkdir /etc/lightdn |ightdm conf.d

cat >>/etc/lightdnm|ightdm conf.d/99-show manual - user| ogi n. conf
<< EOF

[ Seat Def aul t s]

gr eet er - show manual - | ogi n=true

greet er- hi de-users=true

__EOF__

exit

Kubuntu 14.04 uses AccountService, a D-Bus interface for use account management, which ignores the /
etc/lightdm conf file. Since there is no config file for AccountService the login theme needs to be
changed to classic under System Settings-> Login Screen (LightDM).

With these settings the login for domain members should be possible after arestart of LightDM or a reboot.

1.4. Kerberos integration Fecaback{ )

Every UCSdomain providesaKerberosdomain. Since Kerberosrelieson DNS, the Ubuntu client should usea
UCSdomain controller asits DNS server. Thefollowing steps provide an example configuration for Kerberos:

# Becone root
sudo bash

# Set sone environnent vari abl es
[ etc/univention/ucr_naster

# Install required packages
DEBI AN_FRONTEND=noni nt eracti ve apt-get install -y heindal-clients

# Default krb5. conf
cat >/etc/krb5.conf <<_ ECF
[1i bdefaults]
def aul t _real m = $kerberos_real m
kdc_tinmesync = 1
ccache_type 4
forwardable = true
proxi able = true

[ real nms]
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$kerberos_real m = {
kdc = $naster i p $l dap_nast er
admi n_server = $master _ip $l dap_nast er

}
__ECF

# Stop and di sabl e the avahi daenon
st op avahi - daenon
sed -i 's|start on (|start on (never and |' /etc/init/avahi-daenon. conf

# Synchronize the time with the UCS system
nt pdat e -bu $| dap_nast er

# Test Ker beros
ki nit Adm ni strator

# Requi res donai n passwor d
krsh Admi ni strator @l dap_master |s /etc/univention

# Destroy the kerberos ticket
kdest r oy

# Exit sudo bash
exit

1.5. Limitations of the Ubuntu domain integration Feedback{ )

Itis currently not possible to change the user password at the LightDM login manager. Instead, the password
can be changed viathe kpasswd command after login or viathe UMC module Change password.

1.6. Additional references Feedback ()

* https://hel p.ubuntu.com/community/L DA PClientAuthentication
« https://hel p.ubuntu.com/community/SingleSignOn
* https://hel p.ubuntu.com/community/PamCcredsHowto

* http://labs.opinsys.com/bl og/2010/03/26/user-management-with-sssd-on-shared-laptops/
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Chapter 2. Integration of Linux/Unix
systems into a UCS domain

These are genera instructions for the integration of Unix/Linux-based non-UCS systems - referred to in the
following simply as Unix systems - in the trust context of the UCS domain.

Theintegration of Ubuntu clients is documented with example step-by-step instructions in Chapter 1.

Theintegration of Mac OS X clientsis documented with exampl e step-by-step instructionsin the UCS manual.
Mac OS systems use a deviating domain integration based on Samba 4.

Not all integration steps need to be performed. Inthisway, for example, aUnix system can merely beintegrated
in the IP management and access the NTP server without integrating the system in the UCS user management
(e.g., if it isadatabase server on which no user login is performed anyway).

2.1. Managing the systems in the Univention Manage-  rewf)
ment Console

A Computer: Linux object can be created in the UMC computer management. This allows the integration
of the Unix system in the DNS/DHCP and network administration of the Univention Management Console

If the Nagios support isenabled under [Options], remote Nagios checks can al so be applied against the system.

2.2. Configuration of the name resolution Feedback{ )

The Unix system should use a name server from the UCS domain: All UCS domain controllers (i.e., master
domain controller, backup domain controller and slave domain controller) operate aDNS server. One or more
of these UCS system should be entered inthe/ et ¢/ r esol v. conf , eg.:

domai n exanpl e. com

naneserver 10.200. 3. 108
naneserver 10. 200. 3. 99

2.3. Configuration of the time server Fecdback{ )

All UCS domain controllers (i.e., master domain controller, backup domain controller and slave domain con-
troller) operate aNTP server.

The configuration differs depending on the NTP software used, but is set under / et ¢/ nt p. conf on most
Linux systems, e.g.:

server master.exanpl e.com
server backup. exanpl e. com

2.4. Access to user and group information of the UCS  reeaafl)
domain

The Name Service Switch (NSS) is an interface for configuring the data sources for users, groups and com-
puters. NSSis present on al Linux versions and most Unix systems.

_ ) 10
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If the Unix system used provides support for an NSS module for LDAP access - asisthe casein most Linux
distributions - user and group information can be read out of the UCS LDAP directory.

The configuration files of the NSS LDAP module differ depending on the Linux/Unix version.
Asageneral rule, the following settings must be set there:

» The DN of the LDAP base of the UCS domain (saved in the Univention Configuration Registry variable
| dap/ base on UCS servers) needs to be configured on the system.

» The LDAP server, ports and authentication credential s to be used. The fully qualified domain names of one
or more UCS domain controllers should be entered here. In the default setting, UCS LDAP servers only
allow authenticated LDAP access.

* In the standard setting, only TLS-secured access is possible on UCS-LDAP servers. The accessing Unix
system must therefore use the root certificate of the UCS-CA. The certificate can be found on the master
domain controller inthefile/ et ¢/ uni vent i on/ ssl / udsCA/ CAcert . pemand can be copied into
any directory, eg., / et ¢/ ucs-ssl /. The UCS root certificate must then be configured in the LDAP
configuration files. If the Unix system uses OpenLDAP as the LDAP implementation, it isusually thefile
/ et c/ openl dap/ | dap. conf or/etc/| dap/| dap. conf. Thelinefor OpenLDAP isasfollows:

TLS CACERT /etc/ucs-ssl/CAcert. pem

If the NSS LDAP service has been set up correctly, the following two commands should output all users and
groups:

get ent passwd
get ent group

2.5. Integrating into Kerberos Fecdback ()

UCS employs the Kerberos implementation Heimdal. For this reason, Heimdal should also be used to access
the Kerberos realm on the Unix system. Only the Heimdal client libraries need to be installed on the Unix
system.

Kerberos requires correct time synchronisation, see Section 2.2.

The configurationis performed inthe/ et ¢/ kr b5. conf file on most systems. Here is an example config-
uration:

 KERBEROSREALM must be replaced by the name of the UCS Kerberos realm (saved in the Univention
Configuration Registry variable ker ber os/ r eal m).

* MASTERIP must be replaced by the | P address of the master domain controller.
« MASTERFQDN must be replaced by the fully qualified domain name of the master domain controller.

[1i bdefaults]

default _real m = KERBERCSREALM

default _tkt enctypes = arcfour-hmac-nd5 des-cbc-nd5 des3- hmac-shal \
des-cbc-crc des-cbc-nd4 des3-cbc-shal aes128-cts-hmac-shal- 96 \
aes256- ct s- hmac- shal- 96

pernmitted enctypes = des3-hmac-shal des-cbc-crc des-cbc-nmd4 \
des-cbc-md5 des3-chc-shal arcfour-hnmac- nmd5 \
aesl128-ct s- hnmac-shal-96 aes256-cts- hnmac-shal- 96

al | ow weak crypto=true

kdc_timesync = 1

_ ) 11
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ccache_type 4
f or war dabl e true
proxi abl e = true
kdc_tinmesync = 1

[ real ns]

KERBEROSREAKM = {
kdc = MASTERI P MASTERFCDN
adm n_server = MASTERI P MASTERFQDN
kpasswd_server = MASTERI P MASTERFQDN

}

The Heimdal PAM module then needs to be installed. In general, the installation of the module should adapt
the PAM configuration automatically.

Then Kerberos authentication during login should work via PAM and password changes should be possible
viakpasswd.

To alow SSH logins via Kerberos, the options GSSAPI Authentication and GSSAPIKeyExchange should be
set to yes in the configuration file of the SSH daemon (typically / et ¢/ ssh/ sshd_confi g).

2.6. Accessing a UCS print server Feedback{ )

UCS usesthe Common Unix Printing System (CUPS) to implement print services. The Unix system can usethe
UCS print servers by installing the CUPS client programs. In addition the CUPS server needsto be configured
for the clients, typically in the configuration file/ et ¢/ cups/ cl i ent. conf, e.g.:

Server Nane printserver. exanpl e.com

12 _ )
www.univention.de



https://www.univention.com/feedback/?manual=unix:print

@ univention

be open.
Managing additional certificates with univention-certificate

Chapter 3. Advanced SSL certificate
handling

3.1. Managing additional certificates with univen- Fecdback{ )
tion-certificate

Every UCS domain has its own SSL certificate authority. The SSL certificates are created automatically for
all UCS systems during the installation (master domain controller) or during the domain join (all other system
roles).

The command uni venti on-certifi cat e can be used to manage these certificates, e.g., if it proves
necessary to create a certificate for the integration of an external system.

3.1.1. Storage of the certificates Feedback {2}

The certificates are stored in the directory / et ¢/ uni vent i on/ ssl / onthe master domain controller and
synchronised on all backup domain controller systems. A subdirectory with the name of the certificate is kept
inthedirectory / et ¢/ uni vent i on/ ssl / for every certificate, which contains the following files:

reg. pem Thisfile contains the original request with which the certificate was created.
openssl . cnf  Thisfile contains the OpenSSL configuration at the time the certificate was created.
cert.pem Thefile represents the actual certificate.

private. key Thefilecontainsthe private key for the certificate.

3.1.2. Displaying the certificates Feedback{ D)
The following command is used to display alist of al the available, valid certificates:
uni vention-certificate |ist
Anindividual SSL certificate can be displayed with the following command:

uni vention-certificate dunp -nane fullyqualifiedhostnane

3.1.3. Checking the validity of a certificate Feedback { )
This command checks whether a certificateis valid or invalid:
uni vention-certificate check -nanme fullyqualifiedhostnanme

A certificate may beinvalid because it has either been revoked or has expired.

3.1.4. Revoking a certificate Feedback {2}

The following command is used to revoke a certificate:
uni vention-certificate revoke -nane fullyqualifiedhostnanme

It isthen no longer valid, but remains stored in the file system. Certificates of UMC computer objects do not
need to be revoked manualy.

_ ) 13
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3.1.5. Creating a certificate Feedback £}

The following command can be used to create a new certificate:
uni vention-certificate new -nanme fullyqualifiedhostnane

The fully qualified domain name of the computer should be given as the name. In the default setting the
certificate isvalid for five years. The standard value can be changed by setting the Univention Configuration
Registry variablessl / def aul t / days.

3.2. Signing of certificate signing requests by the UCS  reeaaf
certificate authority

A certificate signing request (CSR) is a request submitted to a certificate authority (CA) to create a digital
signature. A CSR typically occurs in the form of afile. This section describes how a CSR is signed by the
UCSCA.

CERTIFICATE isthe file name of the certificate to be created.

REQUEST isthefilewiththe CSR in either PEM or DER format. A filein PEM format isatext file containing
a Base64-encoded block enclosed between BEG N CERTI FI CATE and END CERTI FI CATE. A request
in binary DER format must be first converted to the PEM format with the following command:

openssl req \
-inform der -in request.der \
-out form pem -out req. pem

The following command then processes the CSR and creates the certificate:

openssl ca -batch -config /etc/univention/ssl/openssl.cnf \
-in REQUEST -out CERTIFI CATE \
-passin file:/etc/univention/ssl/password

14 _ )
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