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1 Introduction

Warning

Delegative administration is an experimental feature. Don’t use it in production yet. There are still many short-
comings and in particular things like configuration can and will change in upcoming releases.

This document describes the concepts, setup, and configuration of delegative administration for Univention Nubus
and wants to enable experienced Nubus administrators to test this experimental feature.

With delegative administration Univention Nubus provides a mechanism that enables organizations to implement a
decentralized model of managing the LDAP directory through the Management Ul and the UDM HTTP REST API.
It’s possible to assign roles to user objects. The roles define what a user can do to the LDAP directory through their
user object, which objects the user can read, modify, create, or delete.

A common use case is a manager or administrator for an organizational unit within the directory service. Users with
such an assigned role can manage other user objects and group objects of a specific position in the directory service,
for example ou=bremen, dc=example, dc=org. However, depending on the exact configuration, users with such
a role can’t manage or even see objects from other positions.

1.1 Feedback

The Univention development team is happy to receive feedback to improve the experimental version of the delegative
administration feature and to make it a helpful and supported addition to the Nubus product. For general feedback,
use the feedback form'. For feedback on explicit sections, use the section feedback that appears to the right of the
section heading when you mouse over it.

1.2 Technical requirements
The current implementation has the following technical requirements:
» You need a UCS system with version 5.2-2 and the latest errata updates.

« Delegative administration only supports the UCS system roles Primary Directory Node and Backup Directory
Node.

! https://www.univention.com/feedback/?ext-delegative-administration=generic


https://www.univention.com/feedback/?ext-delegative-administration=generic

1.3 Limits and known issues

Important

Nubus supports delegated administration for the Management Ul (UMC) and UDM HTTP REST API services.
Howeyver, it isn’t available for the UDM command-line interface.

Delegative administration is in an early development stage and many things are still missing or not fully implemented,
with several missing or incomplete features. Beware the following limitations:

« This is a minimal viable product intended for testing purposes only, without a stable update path for setup or
configuration. Don’t use it in production, yet.

o Use it only in UCS environments with up to 2,000 directory objects.
» The configuration and customization may break any time.

« Delegative administration only supports authorization between the UMC, the UDM HTTP REST API, and the
LDAP directory. Specifically, it has no effect on which modules users can see or use in the UMC or UDM
HTTP REST API, such as the user or group management modules. Rather, it only affects what users can do
with these modules. You must configure which modules users can see and use separately.

For information about UMC, see Delegated administration for management modules” in Nubus for UCS 5.2 -
Operation Manual [1].

For information about the UDM HTTP REST API, see UDM HTTP REST API® in Nubus Customization and
Modification Manual 1.x [2].

1.4 Features
Delegative administration offers the following features:

« Role-based authorization in UDM validates on the basis of the role definition if the actor has the permission
to do what they want to do when the actor accesses the LDAP directory through the UMC user and group
management modules.

o Administrators can define roles and assign them to user and group objects. Group members inherit the roles
assigned to their group. Therefore, you can implement authorization based on group membership.

« Every role defines a list of permissions. Permissions define what a role can do in the directory.

o The UDM library checks the authorization for the roles of the signed-in user before accessing the directory
database or returning directory objects from the database.

1.5 Roles for delegative administration
UCS provides the following default roles for delegative administration:

udm:default-roles:domain-administrator
Can perform CRUD operations for every object on every position in the directory.

udm:default-roles:organizational-unit-admin
Can perform CRUD operations on user and group objects on a particular position in the directory.

udm:default-roles:linux-ou-client-manager
Can perform CRUD operations on objects of type computers/1inux on a particular position in the directory.

udm:default-roles:helpdesk-operator
Can reset the password for user objects in a particular position in the directory.

udm:default-roles:domain-user
Can read their own object.

2 https://docs.sof tware-univention.de/ucs-operation/5.2/en/management-interface/delegated-administration. html#
management-interface-delegated-administration
3 https://docs.software-univention.de/nubus-customization/latest/en/api/udm- rest. htm#customization-api-udm-rest
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udm:default-roles:self-service-profile
Can modify with own profile information.

2 Concepts

This section describes the concept behind roles and permissions for the delegative administration of the Directory
Service through UDM.

To follow along the concept, you need to know the following definitions for some of the used terms in this document.

Actor
Is the person or entity that wants to perform an operation.

Target object
Is the object in the LDAP directory on which an actor performs the operation.

Permission
Permissions define what the actor can do to a target object. Which properties the actor can see or modify and
if the actor can create or remove objects.

Condition
Conditions either restrict or define the target objects. Permissions are granted if all conditions are met. See
the following examples for what can constitute a condition:

o The position of the target object in the Directory Service structure
» The UDM type of the target object

Role
A role is basically a container for a list of conditions and permissions. The policy configuration defines roles.
You can assign roles to user and group objects. For more information, see Configuration options (page 13).

Administrators can assign roles to user objects as guardianRoles, Or to group objects as guardianMem—
berRoles. In group objects with a role assignment, all group member objects inherit the role of the group.

To add the role udm:default-roles:domain-administrator to a user object, the command looks like
Listing 2.1.

Listing 2.1: Add the domain-administrator role to a user object

$ udm users/user modify \
——dn "SLDAP_DN" \
dianRoles="udm:default-roles:domain-administrator"

——append guar

See also

Terminology”
in Guardian Manual [3] for more background information about concepts and ideas behind this concept.

2.1 Basic idea

With delegative administration for UDM administrators can define roles and policies for what an actor can do in the
Directory Service.

If activated, LDAP ACLs for actors no longer apply. Instead, UDM validates the authorization for the actor based
on the actor’s roles, the current UDM policy and accesses the Directory Service with a privileged account.

For testing purposes you could add LDAP ACLs for an actor to deny access to the LDAP completely, see Packaging
LDAP ACL Extensions’. If this actor has roles and if there are UDM policies in place that allow certain operations
in the Directory Service for this role, the actor will be able to perform these operations despite the LDAP ACLs.

4 https://docs.software-univention.de/guardian-manual/latest/what-is- the- guardian. html#guardian- terminology
5 https://docs.software-univention.de/developer-reference/5.2/en/ldap html#settings-ldapacl
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2.2 Roles and context

A string defines a role. It consists of the following parts, separated by colons, for example udm:de-
fault-roles:domain-admin.

o The name of the service for whom this role applies to.
« A namespace to separate default and custom roles.
e A name.

Roles may have an optional context, such as the context of position. This context is an LDAP distinguished name
(DN). It specifies the position in the Directory Service to which the role applies.

A role context definition has the following elements:

&
is the separator between the role and the context.

udm: contexts:position
is the context name

is the separator between the context name and the context value.

ou=bremen, ${1dap_base}
is a position in the directory structure in form of an LDAP DN, to which the role applies. The value
ou=bremen, ${1ldap_base} is an example. When setting a role context you have to replace ${1dap_base}
with the actual LDAP base of you domain.

One example is the role udm:default-roles:organizational-unit-admin. This role has one definition for
what it can do. However, you may want to differentiate between different organizational units.

When you assign the role to a user object, as shown in Listing 2.2, you can assign different contexts of position.

Listing 2.2: Schema for setting a context when assigning the role

userl - guardianRoles - udm:default-roles:organizational-unit-adminé
—udm:contexts:position=ou=bremen, ${1ldap_base}
user2 - guardianRoles - udm:default-roles:organizational-unit-adminé
—udm:contexts:position=ou=berlin, ${ldap_base}

The user1 and user2 user objects have the same permissions. The permissions derive from the role udm:de-
fault-roles:organizational-unit-admin. However, the permissions apply for different positions in the
Directory Service:

e userl is organizational-unit-admin for the container ou=bremen, $1dap_base.

e user2is organizational-unit-admin for the container ou=berlin, $1dap_base.

Important

Not every role considers the context. Whether a context is meaningful for a role depends on the configuration of
the role.

For example, the role udm: default-roles:domain-administrator doesn’t evaluate the context; therefore,
a context for this role has no effect. Conversely, without a context, the role udm:default-roles:organiza-
tional-unit-admin is essentially useless.

2.3 Definition of roles

Bringing all the concepts together, Listing 2.3 shows an example for a generic form of a role definition.



Listing 2.3: Example for role configuration

access by role="<ROLE>"
to objecttype="<UDM _MODULE>" [position.subtree|base|one="<POSITION>
— |context=udm:contexts:position"]
grant actions="<ACTIONS>"
grant properties="<OBJECT_PROPERTY>" permission="<PERMISSION>"

Important

The values for objecttype and properties refer to UDM object types and property names, such as users/
user or username. These are not LDAP object classes or LDAP attribute names.

The following list explains the elements from Listing 2.3.

access by
clauses describe the actor roles and which permissions the technical administrator grants. You can specify
multiple access by clauses.

to
clauses describe the target objects based on conditions like UDM object type and position. You can specify
multiple t o clauses within one access by clause.

grant

clauses allow actions such as read or write and access to properties of UDM objects.

role=<ROLE>
Name of the role. The value is any string, but must contain two colons, such as udm:default-roles:or—

ganizational-unit-admin.

to.objecttype=<UDM_MODULE>
Restrict access rules to this type of UDM module. Value is the name of a UDM object, such as users/user
or the wildcard * that matches every UDM object.

to.position.subtree|base|one=<POSITION>[context=udm:contexts:position
Restrict access rules to this position in the LDAP tree, including the scope.

subtree
Permissions apply for this position and everything below this position.

base
Permissions apply only for the object that represents this position.

one
Permissions apply for this position and immediate subordinates.

Position can have to following values:

LDAP_DN
Any position the Directory Service in format of a distinguished name (DN).

LDAP_DN, {1ldap/base}
{1ldap/base} is placeholder for the actual LDAP base you can use in the distinguished name
for the position.

context=udm:contexts:position
Defines a context of a position, see Basic idea (page 4).

For example, to.position.subtree="cn=users, ou=berlin, {1dap/base}". The example restricts
the access rule to objects in and below the position cn=users, ou=berlin, {1dap/base} in the Directory
Service.



grant.actions=<ACTIONS>
You can grant actions to a role and define what an actor can do to a target. The value is a comma-separated
list of the following values:

e search

e read

e create

e modify

e rename

e remove

e move

e report—-create
e or the wildcard *

grant . properties=<PROPERTIES>
Grant access to these UDM properties. The value is a comma-separated list of UDM properties.

For example: jpegPhoto,e-mail,phone, roomnumber, departmentNumber, or the wildcard

wxn

grant .properties.permission=<PERMISSION>
Grant these permissions for the previously defined properties. The value is a comma-separated list of the
following values:

e read

e search

e write

e readonly
e writeonly
e none

o or the wildcard *

2.4 Examples for role definitions

A more advanced example is a role that can update the password for user objects within a certain context or organi-
zational unit. This role has permission to:

» Read the LDAP base.

» Read the container objects cn, ou, and groups in the position defined by the role’s context.
« Modify the password of user objects in the position defined by the role’s context.

« Read some UDM settings objects, necessary for UMC to provide meaning defaults values.

Listing 2.4: Default definition for udm:default-roles:domain-ad-
ministrator role

# Domain Administrators
access by role="udm:default-roles:domain-administrator"
description="Domain Admins are allowed to do anything in the whole domain"
to objecttype="*"
grant actions="*"

_n

grant properties="*" permission="write"




Listing 2.5 is a more advanced example is a role that can update the password for user objects within a certain context
or organizational unit. This role has permission to:

» Read the LDAP base.
« Read the container objects cn, ou, and groups in the position defined by the role’s context.
« Modify the password of user objects in the position defined by the role’s context.

Listing 2.5: Default definition for udm:de-
fault-roles:helpdesk-operator role

access by role="udm:default-roles:helpdesk-operator" context="udm:contexts:position

n
—

# LDAP Base

to objecttype="container/dc" position.base="{ldap base}"
grant actions="search, read"
grant properties="*" permission="read"

# read container ou/cn in context

to objecttype="container/ou" position.subtree="context=udm:contexts:position"
grant actions="search, read"
grant properties="*" permission="read"

to objecttype="container/cn" position.subtree="context=udm:contexts:position"
grant actions="search, read"

—_n

grant properties="*" permission="read"

# read groups permissions in context
to objecttype="groups/group" position.subtree="context=udm:contexts:position"
grant actions="search, read"

grant properties="name" permission="read"

# update passwords of users in context
to objecttype="users/user" position.subtree="context=udm:contexts:position"
grant actions="search, read,modify"
grant properties="overridePWHistory, overridePWLength, unlock, password".
—permission="write"
grant properties="password" permission="writeonly"

The Helpdesk Operator rtole in Listing 2.5 wuses the context feature. When you as-
sign the role to a user object, you also have to set the role’s context, such as udm:de-
fault-roles:helpdesk-operator&udm:contexts:position=ou=bremen, ${1ldap_base}. A user

with this role can modify the password property of users in ou=bremen, ${1dap_base} of the Directory Service.

2.5 Evaluation of permissions

The evaluation of permissions doesn’t follow a particular order. Permissions can’t be revoked after they’re granted.
The following exceptions to this rule exist:

Wildcards
Wildcards have a lower priority than a more specific rule or configuration. Listing 2.6 shows an example. It
defines write permission for everything, except for foobar.




Listing 2.6: Example for wildcards

grant properties="*" permission="write"
grant properties="foobar" permission="read"

Permissions
Permissions that deny something with the value none have a higher priority than permissions that allow things.
Listing 2.7 shows an example. It grants write permission for every property, except for foobar.

Listing 2.7: Example for Permissions

grant properties="*" permission="write"
grant properties="foobar" permission="none"

3 Set up a test environment
Univention released the preview for the delegative administration as an errata update for UCS 5.2-2. To test its
functionality, you as an administrator need to explicitly activate the feature and run some additional steps:

1. Preparation (page 9)

2. Activate delegative administration (page 10)

3. Test delegative administration (page 11)

4. Preparation for testing the default role for OUs (page 11)

5. Deactivate delegative administration (page 13)

3.1 Preparation
To prepare a UCS 5.2-2 test environment for using delegative administration, use the following steps:
1. Set up a dedicated UCS 5.2-2 Primary Directory Node test system and upgrade to the latest errata level.

2. To allow the Administrator user access to the directory, you need to assign the default role udm:de-
fault-roles:domain-administrator as guardianMemberRoles to the user group Domain Admins.
Run the command in Listing 3.1 on the Primary Directory Node. For information about roles, see Role.

Listing 3.1: Assign udm:default-roles:domain-administrator
as default role for the Domain Admins group

$ udm groups/group modify \
——dn "cn=Domain Admins,cn=groups, $(ucr get ldap/base)" \
——append guardianMemberRoles="udm:default-roles:domain-administrator"

3. Create default roles and permissions for the authorization engine. Run the commands in Listing 3.2 on the
Primary Directory Node.

Listing 3.2: Create default roles and permissions

$ /usr/share/univention-directory-manager—-tools/univention-configure-udm-
—authorization \

——store—-local prune
$ /usr/share/univention-directory-manager-tools/univention—-configure-udm-
—authorization \

——-store—-local create-permissions
$ /usr/share/univention-directory-manager-tools/univention-configure-udm-

—authorization \

——store-local create-default-roles




4. If you add extended attributes or UDM modules, after the initial setup you need to update the internal permis-
sions. Run the command in Listing 3.3 on the Primary Directory Node.

Listing 3.3: Update permissions

$ /usr/share/univention-directory-manager—-tools/univention-configure-udm-
—authorization \
——-store-local create-permissions

3.2 Activate delegative administration

You have to activate delegative administration separately for the components UMC and UDM HTTP REST API. This
section covers the necessary steps:

1. UMC (page 10)
2. UDM HTTP REST API (page 10)

UMC

To activate delegative administration for the UMC service on every UCS system in your test environment, you need
to run the commands in Listing 3.4 on every system.

Listing 3.4: Activate delegative administration on a UCS system

$ ucr set directory/manager/web/delegative—-administration/enabled=true
$ systemctl restart univention-management-console-server

Additionally, you have to configure authorization for the UMC service, see Limits and known issues (page 3).

By default, only members of the user group Domain Admins can see and use the user and group modules in UMC.
To properly test the delegative administration feature, you need to create a policy that allows all UMC modules. You
can assign this policy to user objects to allow access to UMC modules. Run the command in Listing 3.5 on the
Primary Directory Node.

Listing 3.5: Create UMC policy for access to UMC modules

$ udm policies/umc create \
——position "cn=UMC, cn=policies, $(ucr get ldap/base)" \
—-set name="test-policy" \
——append allow="cn=udm-all, cn=operations,cn=UMC,cn=univention, $ (ucr get ldap/

—base) "

UDM HTTP REST API

To activate delegative administration for the UDM HTTP REST API service on every UCS system in your test envi-
ronment, you need to run the commands in Listing 3.6 on every system.

Listing 3.6: Activate delegative administration on a UCS system

$ ucr set directory/manager/rest/delegative-administration/enabled=true
$ systemctl restart univention-directory-manager-rest

Additionally, you have to configure authorization for the UDM HTTP REST API service, see Limits and known issues
(page 3).
Create a group and allow the UDM HTTP REST API service for every member of this group on the Primary Directory

Node. Run the commands in Listing 3.7. Then, add every user object to this group that needs access to the UDM
HTTP REST API service.

10



Listing 3.7: UDM REST authorization setup

$ udm groups/group create \

——set name="test-rest-api-access" \
——position="cn=groups, $ (ucr get ldap/base)"

$ ucr set directory/manager/rest/authorized-groups/test-rest—api-access="cn=test-—

—rest_api-access, cn=groups, $ (ucr get ldap/base)"

3.3

Test delegative administration

To test delegative administration, use the following steps:

1.

3.4

Sign in as Administrator to the UMC.

You notice no difference, because the user Administrator has the role udm:default-roles:do-
main-administrator. This role allows users to perform every operation to every object in the Directory
Service. The user group Domain Admins has the role assigned and the user object Administrator is mem-
ber in the user group Domain Admins. Remember step two in Preparation (page 9).

Create a test user account without a role. Use the command in Listing 3.8.

Listing 3.8: Create user object without a role

$ udm users/user create \
—-position="cn=users, $ (ucr get ldap/base)" \
——set username=testl \

~d=univention \

name=test

To test with the created user object, open a private browser window or sign out.

Sign in to the UMC with the test1 user account that you just created. Open the Users module. The result list
is empty, because the user object test 1 has no permission to read objects from the LDAP directory.

Preparation for testing the default role for OUs

A more interesting example is the role udm:default-roles:organizational-unit-admin. This role gives
user accounts the ability to manage a position in the Directory Service. User objects with this role have the following
permissions:

They can see, create, modify, and delete user account and group objects in their organizational unit and below
in the tree of the Directory Service.

They can read the LDAP base object container/dc.
They can read mail/domain objects in the container cn=domain, cn=mail, LDAP_BASE.

They can read policies/desktop, policies/pwhistory, and policies/umc objects in any other po-
sition.

They can’t see or modify user objects or group objects in any other position.

They can’t modify the attribute guardianRoles of users. This role can’t manage roles.

The following steps show how you can test this role.

1.

To test this role, you need to prepare your test environment. The shell script in Listing 3.9 creates and configures
ten organizational units, one user object with the role udm:default-roles:organizational-unit-ad-
min for each organizational unit, and ten user objects within each organizational unit. Run the commands in
Listing 3.9 on the Primary Directory Node.

11



Listing 3.9: Create ten organizational units with ten user objects each

umc_policy="cn=test-policy, cn=UMC, cn=policies, $ (ucr get ldap/base)"
for i in $(seq 1 10); do
# create some structure and a organizational-unit-admin user
ou="ousS{i}"
udm container/ou create \
——set name="Sou"
udm container/cn create \
——position="ou=Sou, $ (ucr get ldap/base)" \
——set name=users \
——set userPath=1
udm container/cn create \
——position="ou=Sou, $ (ucr get ldap/base)" \
——-set name=groups \
—-—set groupPath=1
# organizational unit admin
udm users/user create \
—-position="cn=users, $ (ucr get ldap/base)" \
——policy-reference="$umc_policy" \
——set username="${ouj}-admin" \
——set password=univention \
——set lastname="S${ouj}-admin" \
——append guardianRoles="udm:default-roles:organizational-unit-adminé
—udm:contexts:position=ou=S5{ou}, $(ucr get ldap/base)"
# create some users
for j in $(seq 1 10); do
username="userS{j}-S{ou}"
udm users/user create \
——position="cn=users,ou=S{ou}, $(ucr get ldap/base)" \
—-—policy-reference="$umc_policy" \
——set username="Susername" \
——set password=univention \
——-set lastname="Susername"
done
# primary group for each organizational unit
udm groups/group create \
——position="cn=groups,ou=sou, $ (ucr get ldap/base)" \
—-—-set name="S$ou-users"
# set ou primary group as default primary group for users in this
# organizational unit
udm container/ou modify \
——dn "ou=Sou, $ (ucr get ldap/base)" \
——append-option group-settings \
——set defaultGroup="cn=Sou-users, cn=groups, ou=S$ou, $ (ucr get ldap/base)"
done

2. Sign in to UMC with the oul-admin user, the password univention, and open the Users module. You only
see the users of the organizational unit oul, nothing else.

You can also manually add the role udm:default-roles:organiza-
tional-unit-adminsudm:contexts:position=ou=ou2, ${ldap_base} to the guardianRoles
property of the user oul-admin. The user then has organizational-unit-admin permissions for two
the organizational units ou=oul and ou=ou2.

12



3.5 Deactivate delegative administration

To deactivate delegative administration, you need to run the commands in Listing 3.10 on every UCS system in your
test environment.

Listing 3.10: Deactivate delegative administration on one UCS system

$ ucr unset \
directory/manager/web/delegative-administration/enabled \
directory/manager/rest/delegative-administration/enabled

$ systemctl restart univention-management-console-server \
univention-directory-manager-rest

4 Configuration options

This section describes configuration files and options for the delegative administration of the Directory Service through
UDM.

4.1 Default roles
The following file defines the default UDM roles and their rights.

/usr/share/univention-directory-manager—-modules/udm-default—-authorization-roles.

policy
Contains the default roles, like udm:default-roles:domain-administrator or udm:de-—

fault-roles:organizational-unit—-admin.

Important

Don’t change this file. UCS updates overwrite it.

4.2 Custom roles

You can define your own roles in the configuration file /etc/custom-udm-roles.policy. The file doesn’t exist
by default. However, you can create this file and add custom role definitions. The structure of the file may change at
any time. If you have multiple servers in your test environment, you have to manually keep this file in synchronization
between servers. For details about the format of this file, see Definition of roles (page 5).

After creating or modifying this file, you have to run the command Listing 4.1 to update the rules. You can use the
roles that you defined in this file, as value for the guardianRoles property of user objects.

Listing 4.1: Activate custom role and rules

$ /usr/share/univention-directory-manager—-tools/univention-configure-udm—
—authorization \

——-store-local create-roles \

—-config /etc/udm-roles.policy

4.3 Options
The following references show the available settings for delegative administration:

directory/manager/web/delegative-administration/enabled

Activate or deactivate delegative administration for UMC.

Possible values:
trueor false.
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directory/manager/rest/delegative—administration/enabled

Activate or deactivate delegative administration for UDM REST API.

Possible values:
true or false.

5 Object dependencies

This section documents the dependencies between UDM objects and the minimal permissions required to make these
relationships functional. Understanding these dependencies is crucial when creating or modifying UDM roles, where
object permissions alone are insufficient unless related object types are also accessible.

This section is for administrators who want to create their own roles. You need to know the concept for delegative
administration and the Univention Directory Manager (UDM):

o Concepts (page 4)
« Univention Directory Manager (UDM)® in Univention Corporate Server 5.2 Architecture [4]
This section provides the following information:

o Object reference map (page 14): A comprehensive table mapping UDM object types to their dependencies and
required permissions.

o Permission requirements by operation type (page 15): Permission requirements organized by operation type,
such as create, modify, and search.

o Examples: Current UDM roles and their dependencies (page 16): Examples showing how dependencies affect
existing UDM roles like domain administrator, organizational unit administrator, helpdesk operator, Linux OU
client manager, and Self Service profile.

Important

When creating or modifying roles, it happens to overlook object permissions. For example, for computer ob-
jects, these permissions are insufficient unless related object types are also accessible, such as network objects or
DNS objects. Documentation often doesn’t cover these dependencies explicitly. This can lead to roles appearing
correct, but being incomplete or functionally limited.

UDM objects can have several references to other UDM objects. When you design policies, you need to ensure that
Nubus can resolve these references to create or modify objects. For example, when you create a user object, they
must have a primary group. To create a user object, the actor needs access to at last some user group objects for being
able to assign them as primary group. Another example are computer objects. Creating computer objects requires
access to related objects such as DNS or DHCP objects.

5.1 Object reference map

Table 5.1 lists all UDM object types that hold references to other object types. They all require read permission
on the referenced objects to make the relations usable. While most object references require read permission on the
referenced object, some specific use cases, such as updating relationship, may require modify permission.

6 https://docs.sof tware-univention.de/architecture/5.2/en/services/udm.html#services-udm
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Table 5.1: Object reference map for read permissions

Primary object Refers to Description

computers/* networks/ To select a network during create and modify.
network

computers/* dns/* DNS configuration for clients.

computers/* dhep/* DHCP configuration for clients.

computers/*

policies/*

Policy application overview.

container/cn  policies/* Policy application to containers.

container/ou policies/* Policy application to organizational units.
groups/group users/user Required for managing group memberships.
groups/group computers/* Required for managing group memberships.
groups/group groups/group Group hierarchy management including nested groups.
groups/group policies/* Policy application to groups.

mail/folder mail/domain Mail folder domain association.

nagios/ computers/* Monitoring service targets.

service

shares/ computers/* Printer host connection.

printer

shares/share computers/* Share location and access.

users/user groups/group To assign user to groups and for primary group assignment.
users/user mail/domain Email domain assignment and configuration.
users/user users/user Secretary and delegation relationships.

users/user policies/* Policy application to users.

5.2 Permission requirements by operation type

This section lists the permission requirements grouped by operation type. It covers the operations read, create, modify,
and search. Keep the following definitions for the terms used in this section in mind:

Primary object type
Refers to the object that the actor wants to change, for example a user object.

Referenced object type
Refers to all objects that the primary object has references to. To access referenced objects, the actor needs at
least read operation.

Container object type
Is a container in the LDAP directory, such as a container (cn), or organizational unit (ou).

For a list of available permissions, see grant.properties.permission=<PERMISSION> (page 7).

Create
For creating objects, you typically need the following permissions:

» write permission on the primary object type.
o read permission on all referenced object types.
e read permission on container objects in a container.

Modify
For modifying objects, you typically need the following permissions:

e modify permission on the primary object.
o read permission on the referenced objects.

Search
For searching objects, you typically need the following permissions:

e read permission on the primary object type.

e read permission on referenced objects for display purposes.
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e search permission—optionally—on referenced object types for proper filtering.

5.3 Examples: Current UDM roles and their dependencies
The following examples illustrate how object dependencies affect the default UDM roles defined in the system.

For a list of defined roles for delegative administration, see Roles for delegative administration (page 3).

Domain Administrator role

The udm:default-roles:domain-administrator (page 3) role has access to all objects and properties, so it doesn’t face
dependency issues.

Organizational Unit Admin role

The udm:default-roles:organizational-unit-admin (page 3) role manages users and groups within specific organiza-
tional units (OUs).

Key dependencies for this role:
o Users require access to user groups for group assignments.
o Users require access to mail/domain objects for email configuration.
o Users and user groups require access to policies for policy enforcement.
o Container access allows for organizational structure navigation.
Without proper dependency permissions:
o User group assignments would fail.
« Email domain selection would be unavailable.
« Policy enforcement wouldn’t work.

o The OU structure limits navigation.

Helpdesk Operator role
The udm:default-roles:helpdesk-operator (page 3) role focuses on password management and basic user support.
Key dependencies for this role:

o Users require access to user groups for context and verification.

» Container access allows for organizational structure navigation.

Linux OU Client Manager role
The udm:default-roles:linux-ou-client-manager (page 3) role manages Linux computers and related infrastructure.
Key dependencies for this role:

o Computers require access to networks for network selection.

o Computers require access to DNS records for name resolution. The allowed DNS and DHCP records are
the following:

- DNS Host

— DNS Pointer
— DHCP Service
- DHCP Subnet

Network objects
Containers for Network, DHCP, and DNS
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o Computers require access to DHCP services for IP configuration.
o Computers require access to groups for computer group memberships.
» Container access allows for organizational structure navigation.
Without these dependency permissions:
o Network drop-downs would be empty.
» DNS configuration options wouldn’t be available.
« Computer group assignments would fail.

« Placement in organizational units might not work properly.

Self-Service Profile role
The udm:default-roles:self-service-profile role allows users to modify their own profile information.
Key dependencies for this role:

 Primarily operates on the user’s own object using the i s-self condition.

» Minimal external dependencies due to restricted scope.

6 Troubleshooting

When you encounter problems or errors, consult the following files:

/var/log/univention/management-console-server.log
Contains log information for the UMC server.

/var/log/univention/management-console-module-udm. log
Contains log information for the UMC user and group management modules.

/var/log/univention/directory-manager-rest.log

Contains log information for the UDM REST APIL.

You may also want to increase the log level for the UMC server, module process and UDM REST API as shown in
Listing 6.1.

Listing 6.1: Increase log levels

$ ucr set \
umc/server/debug/level="4" \
umc/module/debug/level="4" \
directory/manager/rest/debug/level="4"
$ systemctl restart \
univention-management-console-server \

univention-directory-manager-rest

7 Federated authentication for administrators

This section describes how to configure and operate federated authentication for administrators in Nubus for UCS that
authenticates and authorizes administrative user accounts with an external identity and access management (IAM).

Concepts (page 18)
Background, data protection, Keycloak mappers, prerequisites, and configuration sequence.

Configure Nubus for UCS (page 20)
Configure Nubus for UCS to accept federated accounts.

Establish trust between Nubus and the upstream IdP (page 21)
Establish a trust relationship between Nubus Keycloak and your upstream identity provider.
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Configure the UMC OIDC client (page 23)
Configure the UMC OIDC client to pass identity and role information to the Management UL

Configure role assignment strategies (page 23)
Choose and configure how federated users receive guardian roles: direct attribute or group-based assignment.

Verify the configuration of federated authentication (page 27)
Test and confirm that federated authentication works.

Manage administrators for federated authentication (page 28)
Add, remove, and update administrators, and prepare for upstream IAM outages.

Troubleshooting federated authentication (page 29)
Diagnose and resolve common sign-in, permission, and authorization issues.

7.1 Concepts

Federated authentication lets administrators sign in to Nubus using their upstream identity provider (IdP), such as
Active Directory or another identity management system. Regular users continue to sign in to Nubus directly. Only
administrator accounts sign in through the upstream IAM. Administrator accounts remain in your upstream [AM.
Nubus verifies each administrator sign-in against the upstream [AM, then grants permissions based on roles defined
in Nubus.

This approach keeps administrator accounts separate from regular user accounts and removes the need to maintain
administrator accounts in Nubus.

Basic idea

The technical foundation of this feature is a trust relationship between Nubus Keycloak and the upstream identity
provider. This trust relationship allows users from the upstream IAM to sign in to Nubus without a local user account.

For authorization, Nubus requires information about the roles assigned to the user. The upstream IAM must provide
this information as guardian role strings for delegative administration. Nubus evaluates these roles during the UDM
authorization process for the current session.

From a technical perspective, the authentication flow is as follows:
1. The user starts a sign-in to the Management UI using OpenID Connect (OIDC).
Nubus Keycloak redirects the request to the upstream identity provider.
The user selects the upstream IdP.
The upstream IdP authenticates the user.
The upstream IdP returns an access token containing role information.

The upstream IdP redirects the browser back to the UMC service of the Management UI.

N o A »d

The Management UI reads the roles from the access token and assigns them to the session.
8. The user signs in to the Management Ul with permissions derived from these roles.

In this scenario, Nubus creates no user account. The upstream IdP provides authorization information that Nubus
trusts and uses only for the current session. To ensure traceability of administrative actions, Nubus creates a technical
object during the first sign-in. See Data protection (page 18) for more details.

Data protection

A key characteristic of this feature is that accounts don’t exist as user accounts in Nubus. Authentication without the
upstream IdP isn’t possible. Nubus permanently stores only minimal information about federated identities.

To ensure traceability of changes, Nubus stores the identifier from the upstream IAM in a UDM object of type
users/federated_account. Its primary purpose is to ensure the uniqueness of the identifier within Nubus and
to prevent its reuse. This object isn’t a real user account:

« It has no password.
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« It has no usable username.
¢ You can’t use it to authenticate.

Additionally, the Nubus Keycloak IdP stores temporary user objects for the federated identities. These objects have
no password and Nubus can delete them at any time. Nubus recreates them automatically when the user signs in again
through the upstream IdP.

The upstream TAM transfers the following information to Nubus during authentication:

User identifier
A unique identifier (ID) for the user. Nubus stores this value permanently.

Role information
Information used for authorization. Nubus uses this information only for the session and doesn’t
store it.

Username (optional)
A username used as the display name in the UMC session. Nubus doesn’t store this value.

Understanding Keycloak mappers

Keycloak mappers transform identity information between systems. They control what data flows between the up-
stream IdP, Nubus Keycloak, and the Management Ul (UMC).

This guide uses the following mapper types. Each configuration section shows the specific mappers needed for that
phase.

User Attribute mapper
Includes a user attribute in the OIDC token as a claim.

Hardcoded Attribute mapper
Adds a static value to the OIDC token for all users.

Attribute Importer mapper
Imports a claim from the upstream IdP and stores it as a local user attribute.

Username Template Importer mapper
Generates a username based on a template.

Group Membership mapper
Includes user group memberships in the OIDC token.

Advanced Claim to Group mapper
Maps incoming claims to local groups.

Technical prerequisites
You need the following components for federated authentication for administrators:
o Nubus for UCS with the Keycloak app installed.
o An upstream IdP that supports OpenID Connect.
« Single sign-on configured using OIDC in the Management UI.
« Delegative administration enabled for the Management Ul (UMC). See Set up a test environment (page 9).
« A globally unique identifier (UUID) for user objects in the upstream IAM.
o Guardian role information provided by the upstream IAM.

You can provide guardian roles either as a direct attribute in the upstream IAM or by deriving them from other
data, such as group membership.
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Important

Federated authentication for administrators works only on the Nubus for UCS system roles Primary Directory
Node and Backup Directory Node.

Before you begin

Configuring this feature spans multiple systems in Nubus for UCS and your upstream IAM. You must follow a specific
order because later phases depend on completing earlier phases first.

Configuration happens in the following phases. Complete each phase before moving to the next:

1. Configure Nubus for UCS to accept federated accounts, enable LDAP support for federated identities, and set
up Keycloak for OIDC authentication.

2. Establish trust between Nubus Keycloak and your upstream identity provider using OpenID Connect. This
phase involves working with your upstream IAM administrator.

3. Configure the UMC OIDC client to include the necessary claims and mappers. This ensures the Management
UI (UMC) receives role information from the upstream IdP.

4. Configure how federated users receive guardian roles. Your upstream [AM capabilities determine whether
you apply direct attribute mapping or group-based role derivation. You can use only one approach; they’re
mutually exclusive. See Configure role assignment strategies (page 23) for details.

When you encounter issues during setup, see Troubleshooting federated authentication (page 29) for guidance.

7.2 Configure Nubus for UCS

This section covers the configuration steps in Nubus for UCS to allow administrators to access the Management Ul
using federated authentication.

Because federated users don’t exist as normal user objects in Nubus, you must configure additional settings to ensure
that these accounts can access the Management UI and that you can store the corresponding federated account objects
in the LDAP directory service.

UMC permissions for federated accounts

As described in Limits and known issues (page 3), the Management Ul doesn’t support delegative administration
directly. Therefore, you must grant federated accounts the required UMC permissions through a policy.

To achieve this, you store all federated account objects in a dedicated LDAP container and apply a UMC policy to
this container.

1. Create a container object of type container/cn with the name federated_accounts at the position
cn=univention, ldap_base. This container serves two purposes:

« It provides a dedicated location for federated account objects.

« It grants UMC frontend permissions through the attached UMC policy.
2. Create a policies/umc policy that allows access to all management modules.
3. Configure the policy to allow the UMC operation set udm-all.

4. Link the policy to the federated_accounts container.

See also

Policies module’
in Nubus Manual 1.x [5] for information about the Policy management module in the Management UL.

7 https://docs.sof tware-univention.de/nubus-manual/latest/en/management/domain/policies.html#nubus-domain-policies
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Enable federated account support in LDAP

To allow Nubus to authenticate federated accounts, you must enable support for federated authorization identities in
the LDAP server configuration.

Run the command in Listing 7.1 on all LDAP servers in your environment. This configuration activates the autho-
rization mapping that allows the LDAP server to accept federated accounts that the identity provider authenticates.

Listing 7.1: Enable federated account authentication

$ ucr set ldap/authz-regexp/federated-accounts=yes
$ systemctl restart slapd.service

Keycloak and single sign-on in the Management Ul

Federated authentication relies on OpenID Connect authentication through Keycloak. Therefore, you must install
and configure the following components:

o The Keycloak app in Nubus for UCS
« Single sign-on in the Management UI using OIDC

For detailed instructions, see OpenlD Connect for single sign-on® in Nubus for UCS 5.2 - Operation Manual [1].
After completing these steps, Nubus can accept federated identities from the upstream identity provider.

7.3 Establish trust between Nubus and the upstream IdP
Next, establish a trust relationship between Nubus Keycloak and the upstream identity provider.

The exact configuration depends on the upstream IAM and identity provider. This section provides a generic overview
using a concrete example where both identity providers are Keycloak instances and both establish trust using OpenID
Connect (OIDC). All configuration steps in this section refer to the Keycloak Admin Console.

For detailed information about identity brokering in Keycloak, see Integrating identity providers in’ in Keycloak
Server Administration Guide [6].

Upstream IdP configuration
First, create an OIDC client in the upstream identity provider that Nubus Keycloak uses for authentication.

This client must provide a stable identifier for each user. Map this identifier to the claim nubus_id. Suitable
identifiers include:

» guid in Active Directory
e univentionObjectIdentifier in Nubus
« another globally unique user identifier
Configure a User Attribute mapper for the client:
User Attribute mapper
o User Attribute: The attribute containing the unique user identifier
o Token Claim Name: nubus_id
« Claim JSON Type: string

This mapper ensures that the upstream IdP includes the nubus_id claim in the issued OIDC token.

8 https://docs.software-univention.de/ucs-operation/5.2/en/management-interface/auth. html#management- interface-auth-sso-oidc
9 https://www.keycloak.org/docs/latest/server_admin/#_identity_broker
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Nubus Keycloak identity provider configuration

In the Nubus Keycloak realm ucs, create an OpenID Connect Identity Provider pointing to the upstream IdP. In
addition to the standard OIDC settings, you must configure several mappers to correctly handle federated users.

Hardcoded Attribute mapper
« User Attribute: nubus_federated_account
« Attribute Value: true

This attribute marks the user as a federated account so that the Management Ul (UMC) can apply the appro-
priate handling.

Attribute Importer mapper

o Claim: nubus_id

» User Attribute: nubus_id

e Sync mode: force

This mapper imports the unique identifier from the upstream IdP into the local Keycloak user object.

Username Template Importer mapper

o Template: ${ALIAS}.S${CLAIM.nubus_id}

o Target: 1ocal

With this configuration, the generated username combines the identity provider alias and the upstream user
identifier, for example:

[myUpstreamIDP .4f0£fdab5-2979-4b25-87b7-5ecdf623547e }

Keycloak requires several user attributes such as email, firstName, and lastName. Because this feature mini-
mizes the amount of user data transferred from the upstream IAM, you populate these attributes with the value of
nubus_id. Create the following Attribute Importer mappers:

Attribute Importer mapper

o Name: override_email

e Claim: nubus_id

o User Attribute: email

e Sync mode: force
Attribute Importer mapper

o Name: override lastname

e Claim: nubus_id

o User Attribute: 1astName

¢ Sync mode: force
Attribute Importer mapper

e Name: override firstname

o Claim: nubus_id

o User Attribute: firstName

e Sync mode: force

Because Keycloak populates the email attribute with a UUID instead of a valid email address, you must relax the
default Keycloak email validation. To adjust the validation:

1. Open Realm settings in the ucs realm.
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2. Navigate to User profile.
3. Edit the email attribute.
4. Remove the email validation rule.

This allows Keycloak to store UUID values in the email attribute.

7.4 Configure the UMC OIDC client

When you enable OIDC single sign-on for the Management UI, Nubus automatically creates one or more OIDC
clients in the Keycloak realm ucs. The UMC servers use these clients to authenticate users.

For federated authentication, you must include additional claims in the OIDC token issued to the Management UI.
These claims allow the Management UI to:

« identify federated users.
« associate the session with the upstream identity.
« apply delegative administration roles.

To provide this information, you must configure additional client mappers on all UMC OIDC clients in the ucs
realm.

User Attribute mapper
o User Attribute: nubus_id
o Token Claim Name: nubus_id
o Claim JSON Type: string
This mapper exposes the upstream user identifier to the Management Ul (UMC).
User Attribute mapper
« User Attribute: nubus_ federated_account
« Token Claim Name: nubus_federated_account
« Claim JSON Type: boolean
This mapper indicates whether the authenticated user is a federated account.
User Attribute mapper
» User Attribute: nubus_id
« Token Claim Name: uid
¢ Claim JSON Type: string
This mapper maps the upstream identifier to the uid claim used by the Management Ul (UMC).

Note

The Management Ul (UMC) internally expects the uid claim to identify the user session. For federated users,
Nubus derives this value from nubus_id.

7.5 Configure role assignment strategies

With the trust relationship established between Nubus Keycloak and your upstream IdP, you must configure how
Nubus assigns guardian roles to federated users. Two approaches are available for role assignment.

Direct role attribute approach
The upstream IAM stores guardian roles directly in a user attribute and transfers them during authentication.
This approach requires the upstream IAM to support a custom attribute but minimizes mapping complexity.
See Direct role attribute approach (page 24).
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Group-based role assignment
Nubus derives guardian roles from the user’s group memberships in the upstream IAM. This approach avoids
schema extensions but requires additional mapping configuration in both IdPs. See Group-based role assign-
ment approach (page 25).

Choosing between the approaches depends on your upstream IAM capabilities. Use the direct approach if your
upstream IAM allows custom attributes. Use the group-based approach if schema extensions aren’t possible, or you
prefer managing roles through group membership.

Important

You must choose one of these approaches for your environment. The two approaches are mutually exclusive
alternatives, not sequential configuration steps.

Direct role attribute approach

Use this approach when your upstream IAM provides guardian roles as a user attribute named nubus_roles. The
upstream [IAM must expose nubus_roles as a multi-value attribute. You must forward this attribute through the
entire authentication chain.

This configuration requires minimal mapping logic because the upstream IAM provides the roles. However, your
upstream [AM must support a suitable attribute for storing the Nubus guardian roles.

Upstream IdP

Configure the upstream identity provider to include the nubus_roles attribute in the OpenID Connect token. Create
an additional mapper for the OIDC client used for the trust relationship with Nubus:

User Attribute mapper

User Attribute: nubus_roles

Token Claim Name: nubus_roles

Claim JSON Type: String

L]

Multivalued: true

This mapper ensures that the upstream IdP includes the nubus_roles claim in the token returned after
authentication.

Nubus IdP

Nubus Keycloak must import the claim that the upstream IdP provides. Create an Attribute Importer mapper
in the OIDC identity provider configuration:

Attribute Importer mapper
e Claim: nubus_roles
o User Attribute: nubus_roles
¢ Sync mode: force

This mapper stores the role information from the upstream IdP as a user attribute in the Nubus Keycloak user
object.

UMC OIDC clients

You must forward the roles to the Management Ul (UMC). For each UMC OIDC client, create a User Attribute
mapper:

User Attribute mapper

« User Attribute: nubus_roles
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¢ Token Claim Name: nubus_roles
e Claim JSON Type: string

o Multivalued: true

Authentication flow for direct roles
With this configuration, the role information flows through the system as follows:
1. The user signs in at the upstream IdP.
. The upstream IdP reads the nubus_roles attribute from the upstream IAM.
. The upstream IdP includes the roles in the OIDC token as the claim nubus_roles.

2

3

4. Nubus Keycloak imports this claim into the local user attribute nubus_roles.

5. The UMC OIDC client mapper includes this attribute in the token issued to UMC.
6

. The Management Ul (UMC) reads the nubus_roles claim and uses the corresponding guardian roles for the
session.

Group-based role assignment approach
Use this approach when you can’t extend your upstream IAM with custom attributes. In this model:
« Users in the upstream IAM are members of groups.
« Each group represents a specific Nubus Guardian role.
o The upstream IdP sends the user’s group memberships during sign-in.
« Nubus Keycloak maps these groups to corresponding groups in the Nubus IdP.
o These Nubus groups contain the guardian role definitions.
Role management remains fully controlled by group membership in the upstream IAM.

The group-based approach avoids schema extensions in the upstream IAM, making it suitable for environments where
you can’t add custom attributes. Group membership centralizes role management and allows dynamic role updates.

However, this approach requires more complex mapping configuration in both the upstream IdP and Nubus Keycloak.
For environments with many roles, consider automating the configuration to reduce maintenance burden.

Example structure

The example in Listing 7.2 illustrates the mapping between upstream groups and Nubus guardian roles. Dur-
ing sign-in, membership in /nubus_manager_oul in the upstream IdP results in membership in the group up-
stream_nubus_manager_oul in Nubus Keycloak. This group provides the guardian role for the Management Ul
(UMO).

The configuration requires changes in both the upstream IdP and the Nubus IdP.

Listing 7.2: Example group mapping

Upstream IdP:
User: manager-oul
Group membership: nubus_manager_oul
Path: /nubus_manager_oul

Nubus IdP:
Group: upstream_nubus_manager_oul
Attribute: nubus_roles
Value: udm:default-roles:organizational-unit-admin&udm:contexts:position=ou=oul,

—dc=ucs, dc=test
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Upstream IdP configuration

Configure the upstream IdP to include group membership information in the issued OpenlD Connect tokens.
1. Create a client scope named groups.
2. Add a mapper of type Group Membership that maps the user’s groups to the token claim groups.

3. Add the groups scope as a default client scope for the OIDC client that you use for the trust relationship
with Nubus.

After this configuration, the upstream IdP includes a claim similar to Listing 7.3.

Listing 7.3: Claim in the upstream IdP

"groups": [
"/nubus_manager_oul"

Nubus IdP configuration

In Nubus Keycloak, you must map the upstream group memberships to local groups. These mappers make users who
sign in through the upstream IdP members of the corresponding group in Nubus Keycloak.

1. Create a client scope named groups.
2. Add the scope groups to the list of requested scopes in the OIDC identity provider configuration.
3. For each upstream group that represents a Nubus role, create a local group and add the nubus_roles attribute.
Group
e Name: upstream_nubus_manager_oul
o Attribute: nubus_roles

e Value: udm:default-roles:organizational-unit-admingudm:contexts:position=ou=oul,

dc=ucs,dc=test
4. For each upstream group that represents a Nubus role, create a mapper of type Advanced Claim to Group.
Advanced Claim to Group mapper
« Name: group_/nubus_manager_oul
¢ Sync mode override: Force
o Claims key: groups
e Claims value: /nubus_manager_oul

. Group: upstream_nubus_manager_oul

Providing guardian roles to UMC

The mappers in the previous step Nubus IdP configuration (page 26) synchronize group membership from the up-
stream IAM to local groups in the Nubus IdP, adding role information. You must include these roles in the tokens
issued to the Management Ul (UMC).

For each UMC OIDC client, create a client mapper that aggregates the nubus_roles attributes from all user groups.
User Attribute mapper:

« Name: nubus_roles f rom_groups

o User Attribute: nubus_roles

¢ Token Claim Name: nubus_roles
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e Claim JSON Type: string
o Multivalued: true

o Aggregate attribute values: true

Sign-in flow for group-based roles

With this configuration, the sign-in process works as follows:
1. The user signs in to the Management Ul (UMC).
Nubus Keycloak redirects the user to the upstream IdP.
The upstream IdP signs the user in and returns the groups claim.
Nubus Keycloak maps the upstream groups to local groups.
The local groups contain the nubus_roles attribute.
The UMC client mapper aggregates these roles.

Nubus sends the resulting nubus_roles claim to the Management Ul (UMC).

® Nk » D

The Management Ul (UMC) applies the roles for delegative administration in the session.

Automating the configuration

In environments with many roles, manually creating the group mappings and mappers is difficult to maintain. A
common approach is to define a configuration that describes the mapping between upstream groups and Nubus roles
and generate the required objects automatically.

See the example configuration in Listing 7.4. A script can use such a configuration to automatically create:
« the corresponding groups in Nubus Keycloak.
« the nubus_roles attributes on the group.

« the required Advanced Claim to Group mappers.

Listing 7.4: Example mapping configuration

"upstream-group-name": "/nubus_manager_oul",
"group—name": "upstream_ nubus_manager_oul",
"nubus-roles": "udm:default-roles:organizational-unit—-adminé&

—udm:contexts:position=ou=oul, dc=ucs,dc=test"
by
{

"upstream-group-name": "/nubus_manager_ou2",
"group-name": "upstream_nubus_manager_ou2",
"nubus-roles": "udm:default-roles:organizational-unit-adminé&

—udm:contexts:position=ou=ou2, dc=ucs,dc=test"

}

7.6 Verify the configuration of federated authentication

After completing the configuration, you can verify that federated authentication works correctly by signing in to the
Management UI with an administrator account from the upstream IAM.
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Test the sign-in
1. Open the Management UI login page.
2. Select Single Sign-On (OIDC).
3. Select Or sign in with and choose the upstream identity provider.
4. Sign in with a user account from the upstream IAM.
5. After successful sign-in, The Management UI opens and the available management modules are visible.

Depending on the assigned guardian roles, you can search, create, or modify UDM objects.

Logging
The UMC server logs every successful sign-in by a federated user.

Review the log file /var/log/univention/management-console-server.log. For an example log entry,
see Listing 7.5. This message confirms that:

« the user signed in successfully
« the upstream IAM provided the identifier, which Nubus recognized

» Nubus applied the guardian roles to the session

Listing 7.5: Example UMC log message for federated sign-in

2026-03-07T07:58:57.007719+00:00 PROCESS \

OIDC login federated user '4f0fdab5-2979-4b25-87b7-5ecdf623547e"' with \

roles ['udm:default-roles:organizational-unit-admin&udm:contexts:position=ou=oul,
—dc=ucs,dc=test'] \

pid=348275 logname=MAIN func=oidc.handle_federated_account:191 umcmodule=server..
—requester_ip=10.205.2.83

7.7 Manage administrators for federated authentication

After you configure and test federated authentication, you must maintain the system as users and roles change. This
section covers common operational tasks.

Add a new administrator
To grant administrative access to a new user, you don’t need to make any configuration changes in Nubus.
1. Create the user account in your upstream IAM, not in Nubus.
2. Assign the user to groups that correspond to guardian roles.
Or add the user to the attribute containing guardian roles.

3. When the user signs in to the Management UI for the first time, Nubus creates a federated account object
automatically. For more information the data that Nubus creates for the object, see Data protection (page 18).

4. Verify the user can access the expected management modules.

Update administrative roles

Note

You don’t need to make any configuration changes in Nubus.

To change which administrative tasks a user can perform:

1. Update the user’s group memberships or role attributes in the upstream TAM.
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2. When the user signs in to the Management UI again, their permissions reflect the new roles.
To revoke administrative access for a user account:
1. Remove the user from all administrative groups in the upstream IAM.

2. Or remove the guardian roles attribute from the user.

Important

The user can still sign in, but has no administrative permissions.

Prepare emergency access

This feature depends on upstream [AM availability. If your upstream IAM becomes unavailable, you can’t create
new administrator accounts in Nubus.

Prepare for upstream IAM outages before you enable federated authentication:
1. Create a break-glass local administrator account in Nubus.
2. Store the credentials securely in a password manager or vault.
3. Keep this account active but don’t use it for normal administration.
4. If your upstream IAM becomes unavailable, sign in with this break-glass account to restore access.

5. Rotate the credentials of this account after you restore upstream IAM access.

Warning

A break-glass account is essential for disaster recovery. Without it, you have no access if the upstream IAM is
unavailable.

7.8 Troubleshooting federated authentication

This section covers common problems you may encounter when configuring or using federated authentication. Each
subsection describes a symptom, its likely cause, and steps to resolve it.

If you can’t find a solution here, review the logs of the relevant component first:
« For sign-in failures, review the logs of the upstream IdP or IAM.

» For UMC permission issues, review the Keycloak realm ucs and the UMC policy on the federated_ac—
counts container.

« For missing roles, review the token content using the Keycloak Admin Console.

Sign-in fails

The upstream IdP handles sign-in. If the sign-in process fails before the upstream IdP redirects the browser back to
Nubus, review the logs of the upstream IAM or identity provider.

After a successful sign-in, Nubus creates a users/federated_account object.
You can verify this with the command in Listing 7.6 and the output similar to Listing 7.7. If Nubus creates no object,

verify the attribute mapping for nubus_id.

Listing 7.6: Verify federated accounts

[$ udm users/federated_account list
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Listing 7.7: Example output

DN: univentionObjectIdentifier=4f0£dab5-2979-4b25-87b7-5ecdf623547e, cn=federated_
—accounts, cn=univention, {ldap_base}

description: None

preferred_username: None

univentionObjectIdentifier: 4£f0£dab5-2979-4b25-87b7-5ecdf623547e

No management modules are visible after sign-in
If the sign-in succeeds but no management modules are visible, the federated account has no UMC permissions.

Verify that the federated_accounts container has a UMC policy attached and that it allows access to the required
modules. See the example configuration in Listing 7.8.

Listing 7.8: Example configuration

DN: cn=federated_accounts,cn=univention, {ldap_base}
type: container/cn
univentionPolicyReference: cn=organizational-unit-admins, cn=UMC,cn=policies, {ldap_

—base}

DN: cn=organizational-unit-admins, cn=UMC,cn=policies, {ldap_base}
type: policies/umc

allow: cn=udm-all,cn=operations, cn=UMC,cn=univention, {ldap_base}

Authorization doesn’t work

If the user can sign in but can’t create, modify, or search UDM objects, the nubus_roles claim is missing or
incorrect.

To verify the token content:
1. Open the Keycloak Admin Console.
2. Navigate to the UMC client in the ucs realm.
3. Open Client scopes - Evaluate.
4. Enter the username and generate the token preview.
The generated user info must contain the following claims.
e nubus_id
e nubus_federated_account
e nubus_roles
See the example in Listing 7.9. If the nubus_roles claim is missing, verify the role mapping configuration in the

upstream IdP or the group-to-role mapping in Nubus Keycloak.

Listing 7.9: Example token content

"uid": "4f0£dab5-2979-4b25-87b7-5ecdf623547e",
"nubus_roles": |
"udm:default-roles:organizational-unit-admin&udm:contexts:position=ou=oul,
—~dc=ucs, dc=test"
1,
"nubus_id": "4f0fdab5-2979-4b25-87b7-5ecdf623547e",
"nubus_federated_account": true
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