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Chapter 1. Using a UCS appliance

In addition to the traditional installation, there is also the possibility of providing UCS via an appliance im-
age. These appliance images can be used both for simple commissioning in a virtualization solution such as
VMware and for providing a cloud instance.

Appliances can be created with minimal effort. Thisis described in Chapter 2.

Whilst some of the settings can be preconfigured globally in the image, it is still necessary for the end user
to make final adjustments to the configuration, e.g., to set the computer name or the domain used. For this
reason, a basic system is installed for the appliance image and a component set up, which then alows the
end user to finalize the configuration. Alternatively, the configuration can also be performed automatically
without user interaction. Thisis described in Section 2.3.

The interactive configuration can be performed in two ways:
o A graphic interface starts on the system, in which the web browser Firefox is started in full-screen mode
and automatically accesses the configuration URL. This option is particularly suitable for imagesin virtu-

alization solutions.

o The configuration can also be performed directly via an external web browser. In this case, the system's
IP address must be known to the user (e.g., if it has been notified to him in advance in the scope of the
provision of acloud image).

In the scope of theinitial configuration, the user can change the following settings in the default setting:
o Selection of the language, time zone and keyboard layout

o Configuration of the network settings

> Setup of anew UCS domain or joining a UCS or Microsoft Active Directory domain

o Software selection of UCS key components. The user can install software from other vendors at a later
point in time viathe Univention App Center.
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Chapter 2. Creating a UCS appliance/
cloud image

2.1. Introduction

Thisarticle describes how to set up an appliance based on UCS 4.3. Thistype of appliance can also be used to
provide preconfigured instances as a cloud service provider. The creation of images for typical virtualization
solutions is another possible application scenario, see Section 2.2.3.

2.2. Performing the basic installation

The basic installation is performed using the standard UCS installer. Further information on the individual
options can be found in the UCS manual. The installation should be performed in avirtualization solution. In
this example, the installation is performed in UVYMM. A qcow?2 image should be selected for the hard drive
for the virtual machine. Qcow?2 images can be converted to different virtualization formats such as Virtual Box
or VMware using atool provided by Univention, see Section 2.2.3.

The following settings are configured for the basic image:

o Theinstallation language can be selected as required. The locale of the system is set based on the selected
language. If you want to be able to use the appliance in more than one language, you can add another locale
at alater point in time.

o A preselection is made for the time zone which is then adapted subsequently by the users of the appliance.
o The keyboard layout is only relevant for local logins; it is not important for the web-based configuration.

> A configuration via DHCP is the most practical presetting for appliance images. The Univention Installer
attemptsto perform a DHCP request in the scope of the network configuration. The network configuration
isonly performed via DHCP if thisis successful, i.e., an IP address must be assigned to the appliance for
the duration of the setup. This can be donewith an |P managed client object in the Univention Management
Console.

> |nthe next step, theinitial password is set for the root user. This root password is changed by the end user
during the commissioning of the appliance image.

o The partitioning can be performed as required, e.g., by using an LVM. For an image that will be used in
a cloud setup, a single root partition should be used. This allows growing the root partition based on the
selected instance disk size.

Once the basic installation is complete, a dialogue is shown in which you can select whether to create a
new UCS domain or join an existing domain. To create the appliance, Control+Q must be pressed at this
point to interrupt the process. The installation continues for a short period of time, during which the Starting
Univention System Setup message appears and the systems then restarts.

The installation of the basic image is now complete. Following a reboot, the user of the appliance is shown
the dialogue for adjusting the configuration, see Chapter 1.

In most cases, the appliance needs to be preconfigured with a certain selection of software. Theinstalationis
usualy performed viathe Univention App Center, which, however, is not yet available at this point in time.
The installation is thus performed via the command line. UCS standard components can be installed using
the corresponding package names, e.g.
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uni vention-install univention-printserver

Packages from the Univention App Center are installed with the command uni vent i on- add- app oncea
valid licenseisavailable. The ID of an application can be retrieved with the command uni vent i on- add-
app --list:

uni venti on-add-app -|I APPID
The system now needs to be shut down cleanly without filesystems still being mounted.

The gcow?2 image (i.e., the hard drive of the virtual machine) is now copied. If the default storage pool of
UVMM was used, theimage is stored in the directory / var /1 i b/ i bvirt/i mages/.

Additional steps are required if the image is to be used in Amazon EC2 (see Section 2.2.1), OpenStack (see
Section 2.2.2) or asaVMware/ VirtualBox appliance (see Section 2.2.3).

2.2.1. Providing an image for Amazon EC2 Feedback {2}

The following adjustments need to be made for an image that is to be used in Amazon EC2.

Amazon EC2 uses a PyGrub version which can only read the dataformat from GRUB 1 (renu. | st ), whilst
UCS uses GRUB 2 asthe bootloader. The following Univention Configuration Registry variables can be used
to generate the GRUB configuration in thisformat additionally. The bootloader configuration is also adapted:

DEV='/dev/ xvda' GRUB=' (hd0)'
gr ub- nkdevi cemap | |
echo "${GRUB} ${DEV}" >/ boot/grub/device. map
append="$(ucr get grub/append |
sed -re "s|/dev/sda| ${DEV}| g; s| (no) ?spl ash| | g")"
xargs -d'\n' ucr set << UCR _
gr ub/ append=${ append}
gr ub/ boot =${ DEV}
gr ub/ r oot =${ DEV} 1
gr ub/ gr ubl1r oot =${ GRUB}
gr ub/ boot spl ash=no
gr ub/ qui et =no
__UCR__
update-initranfs -uk all
updat e- gr ub
uni vent i on- gr ub- gener at e- menu- | st

Theinitia login to the EC2 instance is performed viaa SSH host key. To prevent SSH logins from occurring
with the default root password of the standard image during commissioning of the instance, the initial root
password is removed. The following Univention Configuration Registry variable configures this start mode:

usernmod -p \'* root
ucr set server/anmazon=true

The name server should be set; in this example to OpenDNS. Additionally, the timeout when waiting for a
DHCP request answer is lowered.

ucr set naneserver 1=208. 67. 222. 222 dns/ f orwar der 1=208. 67. 222. 222
ucr unset naneserver2 naneserver3

ucr unset dns/forwarder2 dns/forwarder3

ucr set interfaces/eth0O/type=dhcp dhclient/options/tinmeout=12
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2.2.2. Providing an image for OpenStack Feedback £}

The provisioning for OpenStack images occurs via Cloud-Init (see Section 2.3.2). Cloud-Init isa standardized
solution for configuration of animage. Cloud-Init checksarange of data sourcesfor an existing configuration.
The univention-cloud-init package must be installed to prepare an image for provisioning via Cloud-Init:

uni vention-install univention-cloud-init
Thelocal Firefox session should not be started when running as an OpenStack instance.
ucr set systeni setup/boot/start=fal se

The initial login to the OpenStack instance is performed via a SSH host key. To prevent SSH logins from
occurring with the default root password of the standard image during commissioning of the instance, the
initial root password is removed.

usernod -p \* root

2.2.3. Providing an image for VMware/VirtualBox Feedback {2}

Virtualizationimagesfor Virtual Box, VMware Player and VMware ESX can also be created on the basis of the
gcow?2 images above. To thisend, Univention offersatool, which can be installed via the generate-appliance
package (the integration in UCS 4.3 can be followed via Bug 37137).

Thegener at e_appl i ance tool must be started and the gcow?2 image selected with the parameter - s:
generate_appliance -s appliance. gcow2

The virtual machine is assigned one CPU and a gigabyte of RAM as standard. If the appliance has a higher
storage or CPU power requirement, the parameter - mcan be used to specify a different quantity of RAM in
megabytes and - ¢ can be used to assign a different number of CPUs. The parameters - - vendor and - -
pr oduct can be used to specify avendor and product name.

Inthe default setting, three different virtualization images are generated from the gcow2 image. The generation
for atype can be suppressed using the respectively given option:

o Zipped VMware compatible images (e.g. for VMware Player), can be suppressed with - - no- vimar e
> VirtualBox OVA image, can be suppressed with - - no- ova- vi rt ual box

o VMware ESX OVA image, can be suppressed with - - no- ova- esxi

2.3. Automatic configuration of an appliance Fecdback{ )

Instead of an interactive configuration of the appliance by the user, it can also be performed automatically.
The automatic configuration can either be performed via cloud-init (a general tool for the provision of cloud
images) or a Univention appliance mode profilefile.

2.3.1. Automatic configuration with a UCS appliance mode profile  reeaackf)
file
Automatic configuration with the UCS appliance mode requires creating a profilefile/ var / cache/ uni -

vention-syst em set up/ pr of i | e. Example configuration:

host nane="ucs"
domai nnane="t estdom | ocal "

https://forge.univention.org/bugzilla/show_bug.cgi?id=37137
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wi ndows/ domai n=" TESTDOM'
| dap/ base="dc=t est dom dc=I ocal "
r oot passwor d="uni venti on"

| ocal e/ def aul t ="de_DE. UTF- 8: UTF- 8"

conponent s="uni venti on- s4- connect or uni venti on-sanba4 uni venti on-nagi os-
server"

packages_instal |l ="uni venti on-s4-connect or univention-sanba4 uni venti on-
nagi os- server"
packages_renpbve=

server/rol e="donai ncontrol | er _nmaster"
i nterfaces/ethO/type=""

i nterfaces/ethO/address="192. 0. 2. 2"

i nt erfaces/ et hO/ net mask="255. 0. 0. 0"

i nterfaces/ethO/ networ k="10.0. 0. 0"

i nterfaces/ethO/ broadcast ="10. 255. 255. 255"
dns/ f orwar der 1="192. 0. 2. 2"

gat eway="192. 0. 2. 1"

Ifi nterfaces/ethO/typeissettodynam ¢, DHCPisused for the network configuration.

Then the/ usr /1 i b/ univention-system setup/scripts/setup-join.sh tool needs to be
run once. Then Apache and the UMC server need to be restarted:

i nvoke-rc.d apache2 restart
i nvoke-rc.d uni venti on- nanagenent - consol e-server restart

2.3.2. Automatic configuration of an appliance with Cloud-Init Feedback { )

Cloud-Init works on a configuration file in the cloud configuration format. The configuration file is provided
by the respective cloud service; the type of provision differs from cloud solution to cloud solution. It is cur-
rently only possible to provide a master domain controller.

The configuration file may be adapted for different scenarios. To setup adomain, theucs_set up sectionis
required. Note that the supplied | dap_base isused in other configuration sections as well.

The following includes an example file with which a master domain controller can be provided. In addition,
several filesare generated on the system: the UCSlicenseto beinstalled and afile with the appsto beinstalled
from the Univention App Center. The license in this example is the default core edition license. More infor-
mation about requesting a proper license can be found in Section 2.3.3.

Two example hook scripts are generated which are called after setup isfinished: One callswget for agiven
URL, which could be used to signal an external service that the provisioning of theinstanceis done. The other
isan example udmcall to register an OpenStack connectionin UVMM.

#cl oud- confi g
#
ucs_set up:
host nane: nyucsnast er
domai nnane: ucs. | ocal
wi ndowsdonai n: UCS
| dap_base: dc=ucs, dc=l ocal
r oot password: uni vention
defaul tl ocal e: de_ DE. UTF- 8: UTF- 8
conmponent s:
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packages_install: univention-virtual - machi ne- manager - daenon
packages_renove:

wite files:

content: |
dn: cn=admi n, cn=li cense, cn=uni venti on, dc=ucs, dc=I ocal
obj ectC ass: top
obj ect Cl ass: uni venti onLi cense
obj ect C ass: uni venti onQoj ect
uni venti onObj ect Type: settings/license
uni vent i onLi censeEndDate: unlinited
uni vent i onLi censeModul e: admi n
cn: admn
uni vent i onLi censeBaseDN: UCS Core Edition
uni vent i onLi censeUsers: unlinted
uni vent i onLi censeServers: unlinted
uni venti onLi censeManagedC i ents: unlinited
uni venti onLi censeCor porateClients: unlinited
uni venti onLi censeVi rt ual Deskt opUsers: 0
uni venti onLi censeVi rt ual Deskt opCli ents: 0
uni venti onLi censeSupport: O
uni venti onLi censePrem unSupport: 0
uni vent i onLi censeVersi on: 2
uni venti onLi censeType: UCS
uni venti onLi censeSi gnat ure: Zj of oUn TUgpyF5q

+Af ELi 6Ews KXGWYNnkh3JLJH3/ bXqvD26nG

alLa+cpcr 6g9St kx2Lsl h1f eGCpsdvowkA3T

+SFt PHSX0Fds78Qgyat oi FI A6nbbt M 3ABbM VWA t

| ZBbxx DFD+hMY 7y O-waFZM3x b1l 2ToJ1D2+xvOxr Ze2SCZd4KJ | Xpupnml nAC/

D4Y9i qHPyt VPU3

Q1 6zXnGU5q47RN/ t dXLTpV7mHoi XRWh282TNO nEi i Qxwi Q4u2ghWELX/ EWY/

CXvZmOPQcsFqGy B

v72WIEUCex 1Yuf 3BgZ7QF LOQRXI v6KPKCy YgZql SNp8Xk+1 pKj DgL+aqOoyeg==

owner: root:root
pat h: /var/cache/ uni venti on-system setup/|icense
per nmi ssi ons: ' 0400
content: |

si mpl esam php

adconnect or
owner: root:root
pat h: /var/cache/ uni venti on-syst em setup/install apps
per nmi ssi ons: ' 0400
content: |

#!/ bin/ sh

wget http:// myURL/ page?nypar am=nyVal ue
owner: root:root
pat h: /usr/lib/univention-systemsetup/appliance-hooks.d/ 90 wget url
per ni ssi ons: ' 0755
content: |

#!/ bin/ sh

udm uvm cl oudconnecti on create --ignore_exists \

- - posi ti on="cn=Cl oudConnecti on, cn=Vi rtual Machi ne

Manager , dc=ucs, dc=l ocal " \

--set nanme="OpenStack" \
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--set type="cn=QpenSt ack, cn=Cl oudType, cn=Virtual Machi ne
Manager , dc=ucs, dc=l ocal " \
--set includeUCSi nages=0 \
--append par anet er ="user nane denouser" \
--append par anet er =" password password" \
--append par anet er ="cl oudt ype OpenStack" \
--append paraneter="auth_url http://192.0.2.1:5000" \
--append paranet er="aut h_version 2.0 _password" \
--append paraneter="service_type conpute" \
--append paranet er="servi ce_nane nova" \
--append paranet er="t enant denotenant" \
--append paranet er="servi ce_regi on regi onGne"
i nvoke-rc.d univention-virtual - machi ne- manager - daenon restart
owner: root:root
pat h: /usr/lib/univention-systenmsetup/appliance-
hooks. d/ 80_add_uvmm connecti on
per ni ssi ons: ' 0755

Thefilewith the appsto beinstalled containsalist of 1Ds of applicationsfrom the Univention App Center, see
Section 2.2. The list in the example above installs the Univention AD Connector and the SAML integration
on the provided master domain controller

2.3.3. License management in cloud instances Feedback £}

In the default installation, a UCS installation has a core edition license. An updated license from Univention
isrequired in order to use the App Center. For standard installations it is sent to the user by e-mail and then
set up in the Univention Management Console.

Cloud service providers have the possibility of retrieving UCS licenses via an AP, i.e, if a new instance
is to be created for a customer, the license can be retrieved via the APl and then installed in the provided
instance directly.

Access to the license server requires a user name and a password. These can be requested from Univention at
<sal es@ni venti on. de>. In this document, htt ps: // | i cense. uni venti on. de/ shop/ ex-
anpl e/ isused as an example URL for the license server.

2.3.3.1. API for retrieving UCS licenses Feedback { )

Thelicensesareretrieved viaHTTPSfrom the Univention licenseserver| i cense. uni venti on. de. The
retrieval can be performed completely withwget .

Firstly, a session with the license server must be opened, in this case with the user name uni vent i on and
the password secr et asan example. It is also possible to request more than one license in one session.

wget --keep-sessi on-cooki es --save-cooki es cooki e.db --1 oad-cookies \
cooki e. db --post -data=' user name=uni vent i on&asswor d=secret' \
https://1icense. univention. de/ shop/ exanpl e/

A license can also be ordered with a POST request via wget . Please note that special characters such as
blank spacesmust be escaped in URL -encoded syntax, seeht t ps: // en. wi ki pedi a. or g/ wi ki / Per -
cent - encodi ng for details.

wget --keep-sessi on-cooki es --save-cooki es cooki e.db --I| oad-cooki es
cooki e. db \

- - post - dat a=' kundeEmai | =cust oner @xanpl e&' \

' kundeUnt er nehnen=New?20Cust onmer n&' \
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' EndDat e=27. 11. 2015&" \

' BaseDN=dc¥8Ddr ei %2Cdc¥8Dzwei 92CdcYBDt est & \
' Server s=0&' \

' Support =0& \

' Premi unSupport =0&' \

" User s=100&' \

' Managedd i ent s=0&' \

' Cor porat eCl i ent s=0&' \

"Vi rt ual Deskt opUser s=0&' \

" Vi rt ual Deskt opCl i ent s=0&' \

' Type=UCS' \

https://1icense. univention. de/ shop/ exanpl e/ or der

If the order is successful, the return code 202 isreturned. The HTML dataincludesthe tag or der i d, which
identifies the order number of a successful order:

.<.sban i d="orderi d">21</ span>

If the order fails, areturn code 4xx isreturned and the det ai | s tag includes additional information, e.g.:
.<.sban i d="details">Not a valid date: u'27.11.201' </span>

Should it not be possible to process an order due to a server error, 5xx is output as the return code. The order

can then be repeated at alater point in time.

Following ordering of alicense, it takes afew seconds before the license is generated. It can then be retrieved
in LDIF format using the order number. If the request above returns e.g. the order number 465, thefile nameis
thus465. | di f . The request specified below waits for the availability of the license for up to sixty seconds:

wget - -keep-sessi on-cooki es --save-cooki es cooki e.db --1| oad-cooki es
cooki e. db \
https://1icense. univention. de/ shop/ exanpl e/ or der s/ 465. | di f
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Chapter 3. Profile-based installation

In addition to the interactive installation described in the [ucs-manual], a profile-based installation of UCS
is also possible. With this method, the settings for the Debian Installer and Univention System Setup are
specified in a pre-seed file.

The Debian Installer consists of a number of special-purpose components to perform each installation task.
Each component performs its task, asking the user questions as necessary to do its job. The questions them-
selves are given priorities, and the priority of questions to be asked is set when theinstaller is started.

When a default installation is performed, only essential (pri ori t y=hi gh) questions will be asked. This
resultsin a highly automated installation process with little user interaction.

If thereisaproblem, the user will see an error screen, and the installer menu may be shown in order to select
some alternative action. Serious error notificationsaresettopri ori t y=cri ti cal sotheuser will dways
be notified.

Power users may be more comfortable with a menu-driven interface, where each step is controlled by the
user rather than the installer performing each step automatically in sequence. To usetheinstaller in amanual,
menu-driven way, add the boot argument pri ori t y=nedi um

If your hardware reguires you to pass options to kernel modules as they are installed, you will need to start
theinstaller in “expert” mode. This can be done by adding the boot argument pri ori t y=I ow.

Depending on the selected priority the installer will ask more or less questions. The installer will either use
internal default values or the values from the profile. To perform theinstallation fully unattended all required
answers must be provided through theinstallation profile. Thereforepri ori t y=cri ti cal shouldbe spec-
ified under additional start options for UCS systems using the profile from Section 3.2.

3.1. Structure of profile files Feedback{ )

Aninstalation profileisatext file which can be edited with any editor. The file must use the UTF-8 character
encoding. Empty lines and lines starting with a hash character (#) are ignored. All other lines should follow
the four column layout required by debconf, which isfully described in [d-i]:

# Conment
<owner > <questi on nane> <question type> <val ue>

The owner of most questions will be d- i , which is the Debian Installer. The question type depends on the
guestions and can be bool ean, stri ng or sel ect . Any questions not answered by the pre-seed file is
asked interactively and will prevent an unattended installation.

3.2. Example installation profile Feedback{ )

A templatefileisprovidedas/ usr/ shar e/ doc/ uni venti on- net -i nstal | er/ exanpl es/ TEM
PLATEZ. It contains the minimum required settings to perform a fully automatic installation of a member
server with no additional software. It will use the German keyboard layout and language settings. It will re-
partition the hard-disk without asking any questions and will use LVM to manage the disk space. No addi-
tional software will be installed.

#

# This file overwites /proc/cndline overwites preseed.cfg in the
| ni t Ranfs!

#

1 Thefile may be stored compressed with the . gz extension. Usegunzi p to uncompress acopy of that file.

_ ) 11
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#

# The foll owi ng opti ons nust be set through the PXE configuration O

#

# Del ay asking for |ocale and keyboard | ayout after pre-seeding via
net wor k

#d-i auto-install/enabl e bool ean true

# Only ask for critical questions

#d-i debconf/priority select critica

# Di sabl e graphical installer

#d-i debi an-installer/franebuffer bool ean fal se

# no live installer
d-i live-installer/enabl e bool ean fal se

#

# Use interfaces with |ink

#

d-i netcfg/dhcp_tinmeout string 60

#

# Use dunmy host nane and donmi n

#

d-i netcfg/get _hostnane string unassi gned- host nane

d-i netcfg/get _donmain string unassi gned-donai n
krb5-confi g krb5-config/default _real mstring UNASSI GNED- REALM
kr b5-confi g krb5-confi g/ kerberos_servers string | ocal host
kr b5-confi g krb5-config/adm n_server string |ocal host

#

# Select German as default |ocale and for keyboard |ayout 0O
#

d-i debian-installer/locale string de DE. UTF-8

d-i keyboard-confi gurati on/ xkb-keymap sel ect de(nodeadkeys)
#d-i keyboard-confi gurati on/ nodel code string pcl05

d-i ucr/ xor g/ keyboar d/ opti ons/ XkbModel string pcl05

#d-i keyboard-configuration/|ayoutcode string de

d-i ucr/xorg/ keyboard/ opti ons/ XkbLayout string de

#d-i keyboard-confi guration/variantcode string nodeadkeys
d-i ucr/xorg/ keyboard/ opti ons/ XkbVari ant string nodeadkeys
#d-i keyboard-confi gurati on/ opti onscode string

d-i ucr/ xor g/ keyboar d/ opti ons/ XkbOpti ons string

#d-i debi an-installer/keymap sel ect de-I|atinl-nodeadkeys

Configure | ocal repository server

i debian-installer/allow unauthenticated bool ean true

i mrror/country string manua

i mrror/protocol select http

i mrror/http/proxy string

The host nane of the repository server is filled through the PXE
configurati on generated by UDM

#d-i mirror/http/hostname string ... O

#
#
#
d-
d-
d-
d-
#
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d-i mirror/http/directory string /univention-repository/4.4/

mai nt ai ned/ 4. 4-8 0O
d-i mrror/codenane string ucs448

d-i mirror/suite string ucs448

d-i mrror/udeb/suite string ucs448

#

# Di sabl e password for user 'root

#

d-i passwd/root-1ogin bool ean true

# Alternative: printf "secret" | nkpasswd -s -m sha-512
d-i passwd/root-password-crypted string * O

d-i passwd/ make-user bool ean fal se

#

# Partition hard disk: Use "lvn and one big "/" partition O
#

# Choices: Ivmcrypto regul ar

d-i partman-auto/ met hod string | vm

# Choi ces: atonic hone multi

i partman-aut o/ choose recipe string atonic
partman-auto/init_automatically partition sel ect 60sone_device | vm
partman-auto/init_automatically partition seen fal se

part man- aut o- | vm new_vg_nane string vg_ucs

part man-| vni devi ce_renove | vm bool ean true

part man- nd/ devi ce_renove_nd bool ean true

part man-| vm confirm bool ean true

part man-| vm confirmnooverwite bool ean true
partman-partitioni ng/confirmwite _new | abel bool ean true
part man/ choose partition select finish

part man/ confi rm bool ean true

part man/ confi rm nooverwite bool ean true

000000000000

# Pre-select the standard UCS kerne

#d-i base-installer/kernel/imge string |inux-inage-%kernel _version)s
d-i base-installer/includes string |ess

d-i base-installer/debootstrap script string /usr/share/debootstrap/
scripts/sid

Only mnimal instal

apt - setup/use_m rror bool ean fal se

apt -setup/no_nirror bool ean true

apt - set up/ servi ces-sel ect multisel ect none

apt - setup/ cdrom set-first bool ean fal se

asksel tasksel/first multiselect none

-i pkgsel/include string univention-system setup-boot univention-
managenent - consol e- web- server uni venti on- managenent - consol e- nodul e- set up
uni venti on- ker nel -i nage openssh-server

postfix postfix/main_mailer_type string No configuration

openssh-server ssh/disable cr_auth bool ean fal se

d-i ucf/changepronpt sel ect keep_current

d-i pkgsel /upgrade sel ect none

#
#
#
d-i
d-i
d-i
d-i
t

d
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popul arity-contest popul arity-contest/participate bool ean fal se

#

# Install GRUB in MBR by default on new systens

#

d-i grub-installer/only debian bool ean true

d-i grub-installer/bootdev string default

grub-pc grub-pc/install _devices multisel ect
grub-pc grub-pc/install _devices enpty bool ean true

#
# After installation

#
d-i finish-install/reboot in_progress note
d-i cdrom detect/eject bool ean true

#
# Disable starting "Univention System Setup Boot" 0O
#
d-i ucr/system setup/boot/start string fal se
#
# Uni vention System Setup profile
#
#uni vent i on- syst em set up- boot uss/root password string
uni venti on- syst em set up- boot uss/conponents string
uni venti on-syst em set up- boot uss/ packages_install string
uni venti on- syst em set up- boot uss/ packages_renove string
# Choi ces: donmi ncontrol | er _master donai ncontrol | er _backup
domai ncontrol | er _sl ave nenberserver base
uni venti on- syst em set up- boot uss/server/rol e string nenberserver
#uni vent i on- syst em set up- boot uss/| dap/ base string dc=exanpl e, dc=com

O  These settings must be configured as PXE command line parametersin additional start options. They
are listed here for reference only and cannot be changed through thisfile:

o Theparameter aut o- i nst al | / enabl e isused to switch the order of someinstaller modules: The
network should be configured and the pr eseed. cf g should be loaded before the first questions
about the local e settings are asked.

o The parameter net cf g/ choose_i nt er f ace=aut o tellsthe installer to use the same interface
which was used for the PXE boot.

o Also some of those early questions are asked at priority level hi gh. The priority level should be
raisedtocriti cal to hidethem.

The long parameter names can be abbreviated as aut o=true priority=critical inter-
f ace=aut o.

O If thelocale settings are not consistent, the installer will ask interactively for corrections. The keyboard
related settings must be configured through Univention Configuration Registry - the questions starting
with keyboar d- conf i gur at i on/ xkb- .. will not work!

O Thelocation of the local repository isfilled in through the PXE configuration. By default the value of
the Univention Configuration Registry variable r eposi t ory/ onl i ne/ server isused. It can be
over-written by specifying the value here in the profile file. For use with the public repository specify
updat es. sof t war e- uni vent i on. de here.
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Thesedirectory and rel ease names must be kept in sync to sel ect theright UCSrelease. Thisexample con-
sistently uses UCS-4.4-8 For use with the public repository remove the prefix uni vent i on- r epos-

i tory/ here
By default no password is set, which will prevent logging in. It should be replaced by an encrypted
password, which can be used by running a command likepri ntf "secret" | nkpasswd -

s -msha-512

By default all existing partitions will be wiped without asking any question! They will be replaced by a
singlefile system for / using LVM. See [d-i] for more advanced partitioning schemas.

This sections contains the UCS specific settings, which are normally configured through Univention
System Setup. For an unattended installation the graphical installer is disabled. All other values starting

withuss/ are copied to the installation profile. The variables are described in Section 3.3.

3.3. Overview of profile variables

3.3.1. Profile variables - System properties

The following profile variables can be used to specify basic properties of the computer such as the computer
name, its role within the UCS domain and the name of the domain the computer should join.

Table 3.1. Profile variables - System properties

Name

Function

server/rol e

The system role. You may choose from domai ncon-
troll er_master, donmai ncontroll er_backup, domai n-
control |l er_sl ave, nenber server and base. The properties
of the system roles are described in the domain services chapter of the
[ucs-manual].

host nane

The computer name. The name must only contain the lettersa to z in
lowercase, the figures 0 to 9 and hyphens. Although underscore are al-
lowed as well, they should not be used as they are not supported every-
where. The name must begin with aletter.

donai nnane

The name of the DNS domain in which the computer is joined.

wi ndows/ domai n

The name of the NetBIOS domain used by Samba. This variable should
only by defined for the system role master domain controller.

| ocal es

Localization packages to be installed (locales). If more than one locale
is specified, the locales are separated by blank spaces.

| ocal e/ def aul t

The standard locale for the computer, e.g. en_GB. UTF- 8: UTF- 8.
More information on system locales can be found at [locales].

country, keymap

The keyboard layout for the computer, specified in the form of an X11
keymap entry, e.g. de- | ati nl.

ti nezone

Thetimezonefor thecomputer, e.g. Eur ope/ Ber | i n. A completelist
of possible configuration options is shown in the Basic settings module
of the Univention Management Console.

r oot _password

The password for the root user for this computer. On a master domain
controller, this password is also used for the Administrator's password.

3.3.2. Profile variables - LDAP settings and domain joins

Automatically joining the computer into the domain is currently not supported for security reasons.

www.univention.de
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Table 3.2. Profilevariables - LDAP settingsand domain joins
Name Function
start/join As standard, all computers apart from the base system and master do-

main controller attempt to join the UCS domain in the course of the in-
stallation. If this parameter isset to f al se, the automatic domain join
is deactivated.

| dap/ base The base DN of the LDAP domain. In general, the base DN dc=ex-
anpl e, dc=comisusedinadomainexanpl e. com Thisvariableis
only evaluated on the system role master domain controller.

3.3.3. Profile variables - Network configuration Feedback {2}

By default automatically installed systems use DHCP. The following profile variables can be used to specify
the network configuration of the computer.

General information on the network configuration and the use of the name servers can be found in Chapter
Network configuration of the [ucs-manual].

The settings for network cards must be performed completely. It is not possible to leave individual settings
blank. For example, if thereis no IP address for the device et hO in the profile, in addition to the IP address,
thei nt er f aces/ et h0O/ net mask will also be requested.

Table 3.3. Profile variables - Network configuration

Name Function

i nterfaces/ethN type If this parameter is set to dynamni ¢ or dhcp, the network in-
terface et hN procures its network configuration via DHCP. The
settings of i nt er f aces/ et hN/ addr ess, i nterfaces/ et hN/
net mask,i nterfaces/ et hN network,i nterfaces/ et hN
br oadcast, naneser ver N and gat eway then become optional,
but can still be used to over-write the configuration provided by DHCP.
If no DHCP offer is received, arandom IP address from the link-local
network 169. 254. x. x is used. For manual configuration this para-
meter must besettost ati c.

i nterfaces/ et hN addr ess |The IPv4 address of the physical network interface et hN.

i nt erfaces/ et hN net nask | The network mask of the subnetwork from which the IPv4 address of
et hN originates.

gat eway The|Pv4 address of the gateway which the computer should use as stan-
dard. Alternatively, one can specify the computer name or the FQDN
that can be resolved into the IP address.

i nterfaces/ethN An IPv6 address of the physical network interface et hNin static con-

i pv6/ nane/ addr ess figuration. Multiple addresses can be assigned by using different name
prefixes.

i nterfaces/ethN The prefix length of the IPv6 address of the physical network interface

i pv6/ nane/ prefix et hNin static configuration.

i pv6/ gat eway The | Pv6 address of the gateway which the computer should use as stan-

dard. It isnot obligatory to enter agateway for 1Pv6, but recommended.
An |Pv6 gateway configured here has preference over router advertise-
ments, which might otherwise be able to change the route.

i nterfaces/ethN If this setting is set to yes, the stateless address auto-configuration
accept RA (SLAAC) is used. In this, the IP address is assigned from the routers
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Name

Function

of the local network segment. If the variable is set to no, the configu-
ration is performed statically viai nt er f aces/ et hN i p6 andi n-
terfaces/ et hN prefix6 (seethere).

nameserver 1, naneserver 2,
nameserver 3

The IP address of the name server which should perform the name res-
olution. It is possible to specify up to three name servers.

dns/ forwarder 1, dns/for-
war der 2, dns/ f or war der 3

The IP address of the name server intended to serve as the forwarder
for alocally installed DNS service. It is possible to specify up to three
forwarders.

proxy/ http

The URL of aproxy server to be used when downloading accessing the
Internet. The specified URL isadopted in the Univention Configuration
Registry variables pr oxy/ ht t p and pr oxy/ f t p. This setting is on-
ly required if packages are to be installed which download additional
packages from external web servers; e.g., the installation program for
the Flash plugin.

Example: proxy/ http="http://proxy. exam
pl e. com 8080"

3.3.4. Profile variables - Software selection

The following profile variables refer to software packages which are to be installed on the computer.

Table 3.4. Profilevariables -

Softwar e selection

Name

Function

packages_install

This settings names packages which are additionally installed. If more
than one package is specified, the packages are separated by blank
spaces.

packages renove

This settings names packages which should be removed. If more than
one package is specified, the packages are separated by blank spaces.

3.3.5. Profile variables - SSL

A SSL certification infrastructure is set up during installation of a master domain controller. If no settings are
configured, automatic names are given for the certificate.

Table3.5. Profilevariables -

SSL

Name

Function

ssl/country

The 1SO country code of the certification body appearing in the certifi-
cate (root CA), specified with two capital letters.

ssl/state

Theregion, county or province that appears in the certificate of the root
CA.

ssl/locality

Place appearing in the certificate of the root CA.

ssl / organi zation

Name of the organization that appearsin the certificate of the root CA.

ssl / organi zati onal uni t

Name of the organizational unit or department of the organization that
appearsin the certificate of the root CA.

ssl/emai |

E-mail addressthat appearsin the certificate of the root CA.
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3.4. Network-based PXE installations with Univention Feedback ()
Net Installer

Network-based, profile-based installations via PXE are performed with the Univention Net Installer, which
can be set up using the package univention-net-installer. In addition, DHCP, TFTP and WWW servers are
required. If the DHCP server and the PXE server of the Univention Net Installer are operated on separate
systems, the PXE server must be assigned viaa DHCP boot policy.

Note

Theinstallation process consists of multiple steps, which contact different services and servers:

1. First the DHCP server is contacted. It sends the client to the Boot server (by default the DHCP
server itself) configured through the DHCP Boot policy to request the boot loader given in Boot
filename (pxel i nux. 0).

2. Then the client downloads the boot loader via the t f t p protocol from the PXE server. The
boot loader scans the server for the client configuration file in pxel i nux. cf g/ . The refer-
enced Linux kernel (I i nux) and initial RAM disk file (i ni trd. gz) are then downloaded.
Those names can be changed through the Univention Configuration Registry variablespxe/ i n-
stal | er/ kernel andpxe/installer/ini trd2

3. Finally the UCSinstaller downloads the profiles and package filesusing ht t p. The Name of the
installation profileis configured in the computer entry in LDAP. Thefileisfetch from the PXE
server by default, but the prefix can be overwritten through the Univention Configuration Registry
variablepxe/ i nstal | er/ profil es. Asan aternative the name can a so be specified as an
absolute URL.

4. The package files are fetched from the repository server, which is configured through the Uni-
vention Configuration Registry variabler eposi t ory/ onl i ne/ ser ver onthe PXE server.

Univention Net Installer supports both the interactive and profile-based installation. Any questions not an-
swered in the pre-seed file forces the installer to interactive mode.

Profiles should be copied into the directory / var /| i b/ uni venti on-cl i ent-boot/ preseed/ on
the PXE server, which is accessible through htt p: // HOST- NAME/ uni venti on- cl i ent - boot /
preseed/.

Univention Net Installer can either directly usetherepository server https://updates.software-univention.de/ or
alocal repository server. The later oneis advisable asit reduces the amount of data needing to be downloaded
for each installation.

3.4.1. Local repository Feedback {2}

The local repository must be initialized using the DVD (image) of the targeted UCS release. Thisis done by
running thecommand uni vent i on-r eposi t or y- cr eat e, which copiesthe corresponding PXE kernel
andinstalerto/ var/li b/ uni vention-client-boot/installer/release/.

Itissafetorununi venti on-reposi t ory- creat e again, which isfor example required to update the
installer to a newer version of UCS. For more information on local repositories see the software deployment
chapter of the [ucs-manual].

2Newer versions of the PXE boot |oader support downloading through ht t p, which can be faster and more reliable in certain environments. This can
be enabled by specifying URLs starting with ht t p: / / asfile names.

18 _ )
www.univention.de



https://www.univention.com/feedback/?manual=profile:netinstaller
https://updates.software-univention.de/
https://www.univention.com/feedback/?manual=profile:netinstaller:local

@ univention

be open.
Public repository

| mportant

Afterwards the repository must be updated at least once using the command uni ven-
tion-repository-update net.Thisisrequired asthe DVD doesnot containthe Rel ease
files and their cryptographic signatures.

The command will download all previous UCS minor and patch-level releases of the same major
branch. Each minor release requires several gigabytes of storage spacein/ var/1i b/ uni ven-
tion-repository/.Even morespaceisrequired if the section unmaintained is enabled!

Verify the Univention Configuration Registry variable repository/mrror/recre-
at e_packages issettono. Otherwise the Packages fileswill bere-built, which invalidatesthe
cryptographic signatures. Locally re-built index files will aso have different package priorities as
the overwrite information is not publicly available.

3.4.2. Public repository Feedback £}

Even when the public repository server https://updates.software-univention.de/ is used, some services and
files must be available inside the local network. At minimum this includes the DHCP service, which assigns
theclient its |P address and tells it to continue fetching files from the next server. Historically thishad to be a
TFTP server, but nowadays this also can be any HTTP server. This has the benefit that HTTP is faster, more
reliable and also works over the Internet.

Procedure 3.1. Setup network installation using public repository
1. Ingtall the HTTP capable boot loader | pxel i nux. O

uni vention-install univention-dhcp univention-net-installer
In -s [usr/lib/PXELI NUX/ | pxel i nux. 0 \
/var/lib/univention-client-boot/

2. Setup the DHCP Boot policy to usel pxel i nux. 0. Depending on the capabilities of the network card
boot code the boot loader can either be fetched over the HTTP or TFTP protocol:

e a For HTTP configure the absolute URL as the boot filename:

HOST="$( host nane -f)"

LDAP="$(ucr get | dap/base)"

HTTP="ht t p: / / $HOST/ uni vent i on-cl i ent - boot / | pxel i nux. 0"

udm pol i ci es/ dhcp_boot nodify \

--dn "cn=defaul t - setti ngs, cn=boot, cn=dhcp, cn=pol i ci es, $LDAP"
\

--set boot fil enanme="$HTTP" \

--set boot server=

b. Theinstaller performs its own second DHCP request. This again retrieves the DHCP option
boot filename, which now containsthe URL to the PXE loader. Theinstaller wrongly interprets
this as the URL for the profile pr eseed, which breaks the installation. Therefore the option
needs to be overwritten when the installer performs this second query:

STMI="'if substring (option vendor-class-identifier, 0, 3) =
"d-i" { filenane ""; }'

udm dhcp/ subnet |ist |
sed -ne 's/"DN. //p' |

xargs -d '\'n'" -nl udm dhcp/subnet nodify \
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--option options \
- -append st at enent s="$STMI™ \
--dn

e For TFTP change boot filenameto point to | pxel i nux. O:

HOST="$( host nane -f)"

LDAP="$(ucr get | dap/base)"

udm pol i ci es/ dhcp_boot nodify \
--dn "cn=def aul t - setti ngs, cn=boot, cn=dhcp, cn=pol i ci es, $LDAP" \
--set boot filenane='Ipxelinux.0" \
--set boot _server="$HOST"

3. Configurethe boot loader to load the Linux kernel and initial ram disk from the public repository server:
PXE=' htt p: // updat es. sof t war e- uni vent i on. de/ pxe'
PXE="$PXE/ 4. 4- 8/ and64/ gt k/ debi an-i nstal | er/ anmd64"
ucr set \
pxelinstall er/kernel ="$PXE/ | i nux" \
pxel/installer/initrd="$PXE/initrd.gz" \
pxelinstaller/ipappend=3
4. Inthe profilefilethe settings for mirror/http/hostname and mirror/http/directory must be changed to use
the public server and its layout:
d-i mrror/http/hostnane string updates. software-univention.de [0
d-i mrror/http/directory string /4.4/maintained/4.4-8 [0
3.4.3. Assignment of a computer for automatic installation Feedback { )

20

A computer to beinstalled viaUnivention Net Installer must firstly be registered in the computer management
of the Univention Management Console. The following values must be set as a minimum:

o

o

Hostname (General tab)

MAC address (General tab)

I P address (General tab)

DNS forward and reverse zone entries (General tab)

DHCP service entry (General tab)

The (Re-)install on next boot option must now be activated in the Advanced settingstab under Deployment.

The name of the installation profile relative to / var /| i b/ uni venti on-cl i ent - boot / pr eseed/
can be entered under Name of installation profile. As an alternative any other ht t p server can be used as
well, in which case an absolute URL must be given.

Options entered under additional start options are passed on to the kernel in network-based installations,
e.g., for the deactivation of ACPI during system start. This can also be used to specify other pre-seed variables
on a host-by-host basis. To perform an installation fully unattended see the explanations for the installation
profile for alist of required options.

A PXE configuration fileis created for every computer object under / var/ | i b/ uni venti on-client -
boot / pxel i nux. cfg/.
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Tip

Several Univention Configuration Registry variable exist on the PXE server, which can be used to
further customize the PXE configuration. Useucr sear ch “pxe/ togetalist of themincluding
ashort description. Those values will only be used when next a PXE configuration file is generated.

It must be verified that the boot order in BIOS of the system to be installed prefers a PXE network boot over
hard disks or CD-ROMs.

On the next restart of the computer it will boot via PXE and isinstalled via the network.

By default the (Re-)install on next boot option needs to be reset manually after the installation has finished.
Otherwise the computer will be reinstalled every time the host is booted! If the package univention-net-
installer-daemon isinstalled on the server, the flag can be reset automatically.
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